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1. Introduction 

 

1.1. Introduction 

This internal audit review of Social Security Scotland, Recruitment formed part of 

the Audit Plan agreed by the Accountable Officer and noted by the Audit and Risk 

Committee on 09 February 2021. The Accountable Officer for Social Security 

Scotland is responsible for maintaining a sound system of governance, risk 

management and system of internal control that support the achievement of the 

organisations policies, aims and objectives.  

 

1.2. Audit Scope 

To evaluate and report on the controls in place to manage the risk surrounding 

recruitment for Social Security Scotland, including the following remit items: 

 Remit Item 1 – Governance and directive policies, procedures and 

guidance 

 Remit Item 2 – Introduction of iCIMS  

 Remit Item 3 – Recruitment requirement 

 Remit Item 4 – Recruitment planning 

 Remit Item 5 – Recruitment process 

 Remit Item 6 – Interaction with wider organisation, Scottish Government 

and associated organisations 

The below elements were outside of the scope of the audit and so were not 

reviewed: 

 Centrally controlled data governance 

 IT General Controls and system access 

 Workforce planning 

 Any other scope areas or remit items not stated above 

 

The agreed Terms of Reference for this review is attached at Annex B.  
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1.3. Assurance and Recommendations 

 

Assurance Category Reasonable 

Recommendations Priority 
High Medium Low 

0 2 3 

 

Our review has identified two medium recommendations, three low 

recommendations and no high recommendations. A reasonable assurance rating 

has been provided. Some improvements are required to enhance the adequacy and 

effectiveness of procedures. There are weaknesses in the risk, governance and/or 

control procedures in place but not of a significant nature. 

The rationale for this is that improvements are required in the long term planning 

for non-volume recruitment and clarifying the roles and responsibility over this plan, 

alongside workforce planning, finance and the wider agency. We do note multiple 

areas of good practice from this review in section in section 3 below. We would also 

like to highlight the success of the volume recruitment project and the 

implementation of iCIMS. 

Findings are summarised against recommendations made in the Management 

Action Plan. 

 

Full details of our findings, good practice and improvement opportunities can be 

found in section 3 below.  

 

Please see Annex A for the standard explanation of our assurance levels and 

recommendation priorities.  
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2. Management Action Plan  

2.1. Management Action Plan 

Our findings are set out in the Management Action Plan below 

No.  Issue & Risk  Recommendation Priority 
Management Response & 
Action Owner 

Action 
Date 

1 Issue: 

For non-volume recruitment there is no 

complete long term or annual plan in 

place. There are annual plans in place for 

volume recruitment and for Health and 

Social Care. 

This is a symptom of the wider agency’s 

large scale growth, focus on volume 

recruitment and challenging environment 

for workforce planning. 

A long term or annual plan should match 

to the workforce plan for when staff are 

expected to join, and overlay when 

recruitment will have to take place to meet 

the workforce plan. This will enable 

Recruitment should work with 

Workforce Planning to 

produce a plan, overlaid on 

the existing workforce plan, 

that shows when staff are 

expected to start, when 

recruitment will have to 

commence and the hiring 

managers responsible for 

initiating the recruitment. 

M 

Response: Resourcing 

recognise the importance of 

having resourcing strategies 

and plans for each business 

area during this period of 

growth for Social Security 

Scotland. Plans are already 

in place for Client Services 

Delivery and Health and 

Social Care. However, 

Resourcing is dependent on 

business areas having a 

clear understanding of their 

requirements to enable this. 

Once establishment for 

1/09/22 
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No.  Issue & Risk  Recommendation Priority 
Management Response & 
Action Owner 

Action 
Date 

management of recruitment resource, a 

check on hiring managers and timely 

recruitment as per the workforce plan. 

Though there is both a workforce plan and 

a recruitment pipeline, these separately or 

combined do not match the workforce plan 

to recruitment timelines and required 

planning. The workforce plan does not 

show recruitment timelines, and the 

recruitment pipeline only shows 

campaigns that hiring managers have 

instigated. 

 

Risk: Social Security Scotland does not 

hire staff in a timely manner as it does not 

begin recruitment promptly, resulting in 

insufficient staff to meet its objectives and 

a potential underspend against budget. 

22/23 is finalised, further 

work can proceed on 

developing resourcing 

strategies for each area.  

 

Action: Resourcing to work 

with Workforce Planning on 

deliverability of 

Establishment Control Plans 

 

Action Owner: [Redacted], 

Senior Resourcing Manager 

 

2 Issue:  Roles, responsibilities and 

accountability for recruiting roles in line 

Recruitment should work with 

workforce planning, finance 
M 

Response: We recognise 

that there is more work 

1/09/22 
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No.  Issue & Risk  Recommendation Priority 
Management Response & 
Action Owner 

Action 
Date 

with the workforce plan and budget are not 

well defined and understood within the 

wider organisation. 

Roles and responsibilities between 

workforce planning and recruitment are 

well understood, however there remains a 

risk that wider Divisional roles and 

responsibilities over recruitment are not 

well defined or understood. 

Risk:  

Social Security Scotland does not hire staff 

in a timely manner as it does not begin 

recruitment promptly, resulting in 

insufficient staff to meet its objectives and 

a potential underspend against budget. 

and with the various hiring 

divisions to re-establish the 

roles and responsibilities in 

relation to enacting the 

workforce and recruitment 

plans.  

needed with business areas 

to ensure they understand 

their roles and 

responsibilities and that of 

Resourcing.  

 

Action: Resourcing to work 

with Workforce Planning 

and Finance to re-establish 

roles and responsibilities. 

 

Action Owner: [Redacted], 

Senior Resourcing Manager 

 

3 Issue:  

The audit trail for approvals concerning the 

volume recruiting project could be 

improved, specifically: 

Agree a Delegation of 

Authority with the Project 

Board prescribing when 

decisions are reserved to the 

board and when decisions 

L 

Response: We recognise 

that delegated authority has 

not been formally agreed, 

however, regular meetings 

with the SRO have been 

1/05/22 
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No.  Issue & Risk  Recommendation Priority 
Management Response & 
Action Owner 

Action 
Date 

There is no Delegation of Authority 

prescribing when decisions over the 

project require Project Board or higher 

approval. 

The audit trail for key approvals, such as 

the volume recruitment process from wider 

Scottish Government, have not been 

maintained.  

Risk: 

Recruitment impacting decisions are taken 

that leads to Social Security Scotland not 

being able to hire sufficient staff to meet its 

objectives and a potential underspend 

against budget. 

 

are above the authority of the 

Project Board. 

held ensuring they are 

content with direction of 

travel.  

 

Action: Update Terms of 

Reference to reflect 

delegated authority for 

Volume Recruitment 

Project.  

 

Action Owner: [Redacted], 

Project Manager 

 

Ensure that the audit trail for 

key approvals is maintained, 

e.g. via email. 

L 

Response: Overall audit 

trails for the volume 

recruitment project were 

well maintained, but some 

smaller decision points were 

less well tracked due to the 

speed of the project set up. 

ongoing 
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No.  Issue & Risk  Recommendation Priority 
Management Response & 
Action Owner 

Action 
Date 

 

Action: Maintain clear audit 

trails for future decisions. 

 

Action Owner: [Redacted], 

Project Manager and 

Redacted, Senior 

Resourcing Manager 

 

4 Issue:   

For volume recruitment of B1 grade staff 

there were difficulties in sourcing sufficient 

B2 and above grade staff to support 

recruitment. This led to increase timelines 

for those campaigns. 

Risk:  

Suitable candidates do not progress 

through to accepting offers due to the 

timeframes involved in recruitment, 

resulting in Social Security Scotland not 

The recruitment team should 

look to increase their B2 and 

above graded staff to support 

in recruitment activities, e.g. 

from wider Scottish 

Government. L 

Response: There was 

some difficulty finding 

sufficient B2 and above 

resource for interviews due 

to the volume of applications 

received 

 

Action: Encourage more 

B2s and above to sign up to 

review applications and 

interviews 

1/06/22 
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No.  Issue & Risk  Recommendation Priority 
Management Response & 
Action Owner 

Action 
Date 

being able to hire sufficient staff to meet its 

objectives and a potential underspend 

against budget. 

 

Action Owner: [Redacted], 

Resourcing Manager 

 

5 Issue:   

There  is no recruiting strategy in place for 

non-volume recruitment. As the agency 

moves to a steady state and the focus of 

recruitment shifts away from volume 

recruitment, a strategic outline of the 

approach would benefit the agency 

 

Risk: 

Without a clear strategic approach to 

recruitment in the longer term, Social 

Security Scotland does not transition into a 

non-volume recruitment process 

successfully, resulting in delays and 

difficulties in recruiting. 

The recruitment team should 

look to develop a recruiting 

strategy or similar alongside 

or as an addition the 

workforce planning strategy. 

L 

Response: Resourcing 

recognise the importance of 

having resourcing strategies 

and plans for each business 

area during this period of 

growth for Social Security 

Scotland. Plans are already 

in place for Client Services 

Delivery and Health and 

Social Care. However, 

Resourcing is dependent on 

business areas having a 

clear understanding of their 

requirements to enable this. 

Once establishment for 

22/23 is finalised, further 

1/09/22 
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No.  Issue & Risk  Recommendation Priority 
Management Response & 
Action Owner 

Action 
Date 

work can proceed on 

developing resourcing 

strategies for each area.  

 

Action: Recruitment 

Strategies to be developed 

for each Deputy Director 

Area for 2022/23 

 

Action Owner: [Redacted], 

Senior Resourcing Manager 
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3. Observations, Good Practice and Improvement Opportunities  

3.1. Good Practice 

3.1.1. Volume Recruitment Project 

The volume recruitment activities have been set up as a specific project to meet the 

recruitment needs of Social Security Scotland as it sets up large scale benefit 

delivery. 

We have found that the project was set up successfully whilst working at pace. The 

team has maintained good governance with a business case and plan, effective 

oversight and committees, clear monitoring and reporting, as well as establishing 

strong communication lines across the various parties involved (recruitment, 

workforce planning, governance, CAPITA (external contractor), Learning and 

Development and payroll). 

The approach to volume recruitment has also increased the engagement with 

candidates, with investment such as workshops on completing the recruitment 

process. This people centric approach links back to Social Security Scotland’s 

People Strategy. 

Furthermore, given the need for efficient and effective recruitment, the team have 

gained approval for amendments to the standard process to enable faster 

recruitment. This has decreased the overall time between application and offer from 

twenty weeks to ten weeks. 

 

Paragraph Redacted 

 

3.1.2. Implementation of iCIMS 

iCIMS is a new recruiting platform that has been brought in across the Scottish 

Government shared services, and Social Security Scotland has opted to implement 

the system also.  

Though use of iCIMS is in the early stages, from our testing we see that it is a more 

efficient system, retains a robust audit trail and is more intuitive to use. 

Furthermore, unlike the prior systems, iCIMS’ reporting will enable meaningful and 

insightful management information over the recruitment process going forwards. 

 

3.1.3. Non-Volume Recruitment Efficiency 
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As with all recruitment within the Scottish Government, Social Security Scotland 

adheres to certain process requirements that can increase the recruitment time by 

comparison to non-governmental recruitment processes. 

From our sample testing of non-volume recruitment, the average time from 

application submission to notification of an offer is four weeks. Given the process 

requires the advertisement to be complete before the determination process can 

commence, this represents an efficient and effective process. The hiring process is 

well controlled through resourcing partners coordinating the hiring managers and 

candidates for an efficient process.  

 

3.2. Improvement Opportunities 

3.2.1. Highlighting benefits in advertisements 

From the volume recruitment advertisements we reviewed, we note that the 

benefits of working for Social Security Scotland could be better highlighted to 

applicants, such as: 

 Civil Service Pension – with a link to explain what this means to applicants 

 Flexi time 

 Holiday allowance 

 Growth agency (increasing opportunities for progression and career change) 

3.2.2. iCIMS Implementation 

With the implementation of iCIMS we have seen an improvement in the processing 

and administration of non-volume recruitment. We would advise that the 

recruitment team ensures that iCIMS continues to meet their needs with a focus on 

two areas that the previous system (Vacancies Online) did not function well over: 

 Audit trail: with Vacancies Online the audit trail was spread across the 

system and several off-system documents. For iCIMS we observed the 

entire audit trail is within the system. Maintaining a complete audit trail within 

a single system, including linking additional evidence into the system where 

necessary (e.g. approval for unusual activities), maintains an efficient and 

effective robust audit trail. 

 Management Information: Vacancies Online did not provide useful 

management information or reporting, which iCIMS will provide going 

forwards. The recruitment team should review the reporting requirements of 
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the agency around recruiting in the immediate and for the longer term, and 

look to ensure such management information will continue to be available.  

3.3. Observations 

3.3.1. Instance of non-compliant recruitment panel 

From our sample testing of non-volume recruitment activities we noted an instance 

of non-compliance with the required process: for one campaign no interview panel 

member was independent of the hiring directorate. An independent panel member 

is a requirement per the civil service hiring process. 

As this is an isolated instance of non-compliance, we have not raised it as an issue 

and no recommendation is required. 

3.3.2. Incomplete process and policy documentation 

The current policies and processes concerning the new iCIMS process are not yet 

in place, as the current iterations are general to the Scottish Government and 

require updating to be specific to Social Security Scotland. The team is currently 

working to update this material to reflect Social Security Scotland, and so no 

observation or recommendation is required. 



 

 

Annex A Definition of Assurance and Recommendation Categories  

 

Assurance Levels 

 

Substantial Assurance 

Controls are robust and 

well managed 

Risk, governance and control procedures are effective in 

supporting the delivery of any related objectives. Any 

exposure to potential weakness is low and the materiality 

of any consequent risk is negligible. 

Reasonable Assurance 

Controls are adequate but 

require improvement 

 

Some improvements are required to enhance the 

adequacy and effectiveness of procedures. There are 

weaknesses in the risk, governance and/or control 

procedures in place but not of a significant nature. 

Limited Assurance 

Controls are developing 

but weak 

 

There are weaknesses in the current risk, governance 

and/or control procedures that either do, or could, affect 

the delivery of any related objectives. Exposure to the 

weaknesses identified is moderate and being mitigated. 

Insufficient Assurance 

Controls are not acceptable 

and have notable 

weaknesses 

 

There are significant weaknesses in the current risk, 

governance and/or control procedures, to the extent that 

the delivery of objectives is at risk. Exposure to the 

weaknesses identified is sizeable and requires urgent 

mitigating action. 

 

Recommendation Priority 

 

High Serious risk exposure or weakness requiring urgent 

consideration. 

Medium 
Moderate risk exposure or weakness with need to improve 

related controls. 

Low  
 

Relatively minor or housekeeping issue. 
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Annex B – Terms of Reference  

 

Directorate for Internal Audit and Assurance 

Directorate for Internal Audit and Assurance 

Issue Date: 5-01-2022 

Recruitment 

Social Security Scotland 2021-22 

Internal Audit Terms of Reference  
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4. Introduction 

4.1. This internal audit review forms parts of our planned audit coverage agreed by the 

Accountable Officer and noted by the Audit and Assurance Committee on 09 

February 2021. 

4.2. The Social Security Scotland Strategic Risk Register includes the following risks:  

IF Social Security Scotland fails to understand and model the headcount and skills 

required THEN we will not be able to develop and deliver the right  organisational 

and transactional capacity that we need to recruit the right blend of people and 

leadership capabilities at the right time in the right place RESULTING IN 

incomplete and inefficient structures (value for money and productivity) and a 

disengaged workforce that does not meet our culture and Charter commitment to 

our clients and colleagues. 

 

4.3. To aide understanding it is important to clearly set out the relationship between 

Social Security Scotland and the Social Security Directorate (Programme). Social 

Security Directorate is responsible for developing the policies and designing and 

building the new Scottish social security services and is delivering the 

components on an incremental day to day basis through an agile environment. 

Minimal Viable Products are designed by the Social Security Directorate, in 

collaboration with Social Security Scotland from early discovery through to 

transition when Social Security Scotland will be supported to develop these as 

necessary. 

4.4. This audit will provide an in-depth focus on the controls and processes in place to 

recruit an appropriate number of appropriately skilled staff to enable Social 

Security Scotland to meet its strategic and operational needs, with the overall aim 

to provide assurance on the efficiency and effectiveness of the controls. 
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4.5. We met with Name redacted Senior Resourcing Manager, Name redacted 

Resourcing Manager, Name redacted Resourcing Manager, Name redacted 

Resourcing Support Manager, Name redacted Corporate Assurance 

Coordinator to discuss relevant risks and agree the details of this review on 

14 December 2021. 

4.6. Our key risks below have been developed through these discussions and our 

knowledge of Social Security Scotland and its objectives.  

5. Scope 

To evaluate and report on the controls in place to manage the risk surrounding 

recruitment for Social Security Scotland.  

5.1. Remit Item 1 – Governance and directive policies, procedures and guidance 

To review the governance and directive policies, procedures and guidance in relation 

to recruitment.  This will include: process documents, training, delegation of 

authority, MI and reporting, alignment to strategic and operational plans, and data 

handling (when outwith centrally controlled processes). 

Key Risks: 

 Social Security Scotland’s recruitment approach does not meet its strategic or 

operational goals, being not aligned to its strategy, not properly 

communicated or not conducted in a consistent, efficient, effective and 

compliant manner. 

 Recruitment is processed through to offer of employment for applicants that 

are inappropriate. 

 Sensitive data is stored or shared in a manner that access is given to 

unsuitable individuals / organisations (unnecessary or unapproved), resulting 

in failure to meet regulatory requirements. 

5.2. Remit Item 2 – Introduction of iCIMS  

To review the controls and processes in place to ensure that iCIMS (Internet 

Collaborative Information Management Systems, being the new Scottish 

Government online recruitment platform) is introduced into Social Security Scotland’s 

recruitment process successfully, specifically training, process and policy 

documentation and audit trail 

Key Risks: 

 Social Security Scotland’s recruitment approach does not meet its strategic or 

operational goals, being not aligned to its strategy, not properly 
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communicated or not conducted in a consistent, efficient, effective and 

complaint manner. 

5.3. Remit Item 3 – Recruitment requirement 

To review the controls and processes in place to ensure that HR recruitment 

understands the recruitment requirements, including interaction with workforce 

planning and operational teams. 

Key Risks: 

 Social Security Scotland is unaware of its workforce needs, either in terms of 

number or skill, and so is unable to meet is goals due to lack of appropriate 

staff. 

 HR do not recruit an appropriate number of appropriately skilled staff in a 

timely manner, and so Social Security Scotland is unable to meet is goals due 

to lack of appropriate staff. 

5.4. Remit Item 4 – Recruitment planning 

To review the controls and processes in place to plan for recruitment in the short, 

medium and long term, considering internal recruitment requirements and external 

factors. 

Key Risks: 

 HR do not recruit an appropriate number of appropriately skilled staff in a 

timely manner, and so Social Security Scotland is unable to meet is goals due 

to lack of appropriate staff. 

5.5. Remit Item 5 – Recruitment process 

To review the controls and processes in place to manage the recruitment process 

including approvals, compliance to policy and regulation and effectiveness and 

efficiency of recruitment. 

Key Risks: 

 The recruitment process does not comply with regulation 

 The recruitment activities do not meet with potential applicant requirements, 

such as being overly onerous, slow, or not well advertised, resulting in fewer 

applicants of appropriate skill. 

 HR do not recruit an appropriate number of appropriately skilled staff in a 

timely manner, and so Social Security Scotland is unable to meet is goals due 

to lack of appropriate staff. 

5.6. Remit Item 6 – Interaction with wider organisation, Scottish Government and 

associated organisations 

To review the controls and processes in place to effectively communicate with the 

wider organisation and related parties including workforce planning, finance, 
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operations, senior leadership, other key internal stakeholders, wider Scottish 

Government and Capita. 

Key Risks: 

 Social Security Scotland is unaware of its workforce needs, either in terms of 

number or skill, and so is unable to meet is goals due to lack of appropriate 

staff. 

 HR do not recruit an appropriate number of appropriately skilled staff in a 

timely manner, and so Social Security Scotland is unable to meet is goals due 

to lack of appropriate staff. 

5.7. Items outside of remit 

The below elements are outside of the scope of the audit and so will not be 

reviewed: 

 Centrally controlled data governance 

 IT General Controls and system access 

 Workforce planning 

 Any other scope areas or remit items not stated above 

6. Approach 

6.1. We will undertake the audit in compliance with the Internal Audit Charter and 

Memorandum of Understanding agreed between Internal Audit and Social 

Security Scotland. 

6.2. In order to least impact the organisation’s workings, we will conduct the audit in 

two parts: Phase 1 will review volume recruitment and interaction with wider 

Scottish Government and CAPITA, with Phase 2 reviewing non-volume 

recruitment and iCIMS introduction. 

6.3. At the conclusion of the audit a customer satisfaction questionnaire will be 

issued to the main client audit contact. Internal Audit appreciate feedback and to 

facilitate continuous improvement, we would be grateful if you could complete 

and return the questionnaire.  

6.4. Client is reminded of our need for timely access to people and responsiveness to 

information requests, to enable the reporting timetable to be met. 

 

 


