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• Each risk has a CR ref that links to the relevant 
single page of risk (if not viewing in present mode 
hold CTRL on the keyboard and left click).

• Each single page of risk has a         Icon to return 
to the dashboard (if not viewing in present mode 
hold CTRL on the keyboard and left click).

Instructions for using these slides



Risk 

ID

Risk Description (One line description) Inherent 

Risk 

Score

Residual 

Risk 

Score

Score Change 

(Since last 

reporting)

Target 

Risk 

Score

4 T’s Risk Owner Action 

Owner(s)

CR-

001

(Draft)- External threat actors exploiting systems and 

process vulnerabilities leading to financial loss and 

reputational damage

25 20 15 Treat James Wallace

CR-

002

(Draft)- Internal threat actors exploiting systems and 

process vulnerabilities leading to financial loss and 

reputational damage.

25 25 - Treat All Deputy 

Director’s

-

CR-

003

(Draft)- Knowledge of the monetary value of fraud and 

error directly impacts the assessment of defences and 

vulnerabilities, impacting on trust, transparency, financial 

stewardship and reputation.

25 20 15 Treat James Wallace



Risk Identity- CR-001- (Draft)- External threat actors exploiting systems and process vulnerabilities leading to financial loss and 

reputational damage

Reporting 

Period- MM/YY

Social Security Scotland will be targeted by external threat actors (both individual and organised criminals) seeking to exploit vulnerabilities in systems and process for unlawful 

financial gain, resulting in material financial loss and reputational damage to Social Security Scotland. 

Inherent Impact Score Inherent Likelihood Score

5 5

Mitigating Controls Planned Actions

• Current controls that are managing the risk (type of control and details of mitigating 

nature of control- e.g. how, what, who?)

• Counter Fraud Strategy-Fraud and Error Resolution Services which Prevents, 

Detects, Investigates, Enforces and Deters threat actors- [Preventative, Detective, 

Corrective and Directive]

• Dates to achieve Target Risk Score

• Named Action Owners if different from below (e.g. an action may be progressed by 

Programme, Project Management Office or other business Area).

• 21/02/23- [Redacted]

Residual Impact Score Residual Likelihood Score

5 4

Score Change (since last reporting) Risk Owner Action Owner Target Risk Score 4T’s

James Wallace [Redacted] 15 Treat



Risk Identity- CR-002 (Draft)- Internal threat actors exploiting systems and process vulnerabilities leading to financial loss and reputational 

damage.

Reporting 

Period- MM/YY

Social Security Scotland will be targeted by internal threat actors seeking to exploit vulnerabilities in systems and process for unlawful gain of valuable resources (such as data, 

insider knowledge, money, equipment etc.), resulting in material loss and reputational damage to Social Security Scotland. 

Inherent Impact Score Inherent Likelihood Score

5 5

Mitigating Controls Planned Actions

• Current controls that are managing the risk (type of control and details of mitigating 

nature of control- e.g. how, what, who?)

• Internal Monitoring and Controls Team- identify insider threat risk and provide 

assurance on controls [Preventative, Detective, Corrective – [Redacted]

• Dates to achieve Target Risk Score

• Named Action Owners if different from below (e.g. an action may be progressed by 

Programme, Project Management Office or other business Area).

• [Redacted]

Residual Impact Score Residual Likelihood Score

5 5

Score Change (since last reporting) Risk Owner Action Owner Target Risk Score 4T’s

All Deputy 

Director’s

[Redacted] - Treat



Risk Identity- CR-003 (Draft)- Knowledge of the monetary value of fraud and error directly impacts the assessment of defences and 

vulnerabilities, impacting on trust, transparency, financial stewardship and reputation.

Reporting 

Period- MM/YY

Social Security Scotland’s knowledge of the monetary value of fraud and error within our benefit caseloads directly affects our ability to assess the adequacy of defences and 

identify vulnerabilities requiring treatment. This in turn impacts on trust and transparency; our demonstration of financial stewardship; and associated reputation of Social Security 

Scotland.

Inherent Impact Score Inherent Likelihood Score

5 5

Mitigating Controls Planned Actions

• Current controls that are managing the risk (type of control and details of mitigating 

nature of control- e.g. how, what, who?)

• Reliance on DWP methodology for calculating Monetary Value of Fraud and Error 

[Directive]

• Error Service- identifying and correcting error and building error threat profile, feeding 

continuous improvement [Detective, Corrective and Directive]

• Dates to achieve Target Risk Score

• Named Action Owners if different from below (e.g. an action may be progressed by 

Programme, Project Management Office or other business Area).

• 21/02/23- [Redacted]

Residual Impact Score Residual Likelihood Score

5 4

Score Change (since last reporting) Risk Owner Action Owner Target Risk Score 4T’s

James Wallace and 

Ally Macphail

[Redacted] 15 Treat
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