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1. Background

1.1. Internal Audit Progress Report for comment and discussion
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2.1 Key points to note are:

e Work is progressing on the 2023/24 Internal Audit Plan with an update
provided in this paper on each of the reviews. Work is progressing well with
the quarter 3 reviews and planning will soon commence for quarter 4
reviews.

e Advisory and Follow-up activity is ongoing. A summary of this is provided in
the body of our report.

¢ We will be commencing the planning process for the 2024/25 Internal Audit
Plan during Quarter 3 / early Quarter 4.

. Conclusion

‘

3.1 The Audit and Assurance Committee members are invited to note the range of
activities undertaken by the Directorate for Internal Audit and Assurance since
the previous meeting.
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1. Progress Highlights

1.1.Key Messages

Work is progressing with the assurance activities included in the 2023/24 Assurance Activities
2023/2024 Internal Audit Plan, as noted in the chart opposite.

Further details of Assurance work are provided in Table 1 .
B Not Started

Details of Advisory work is provided in Table 2 " Pl

m Fieldwork
A summary of progress on the completion of follow up reviews m Draft Report

is shown in the chart opposite, with further detail provided in ™ Final HERE

Table 3.

Several changes have been made to the planned work for

Follow Ups

2023/24. All changes to the plan have been documented in
Table 4, along with narrative to explain the reasons for the

change.

The latest Internal Audit Strategic Matters, Integrated N

. . L . . M Fieldwork
Assurance and Strategic Best Practice / insight sharing is _
H Final Report

provided in Section 2.




2. Directorate for Internal Audit and Assurance Strategic Update

2.1. Below are key messages from the wider work of the Directorate and from stakeholder engagement which, this quarter,
largely sits across the areas of: capability, capacity and wellbeing; data and systems; and governance, risk and

compliance:

Key Headlines — Strong Foundations

Our observations and engagement since the last round of DG assurance meetings have highlighted that there are pockets

of improvement in the risk, control and compliance culture:

+ Expansion of second line controls function in Financial Management Directorate and establishment of 'Grants
Taskforce'.

* Improved FOI performance and communications issued by DG Corporate to DG areas to ensure that this is sustained.
+ Data Protection Officer reporting improvements in compliance with asset registration review (26% of assets overdue
for review). This is the highest compliance rate since GDPR came into force. This is a legal requirement under UK
GDPR for records containing personal information, so whilst the improvement is positive, full compliance is needed.

+ Development of the approach for understanding and assessing the 'strategic risk landscape' across the SG —
incorporating 'hot topics', corporate risks, civil contingency risks; and horizon risk themes.
* Work being undertaken by the SG's Intelligent Automation Centre of Expertise to support business areas in the SG

and Agencies in the delivery of automation and Artificial Intelligence.
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Progress is being made on building strong foundations but there is more to do:

Compliance
* Electronic Purchasing Card (ePC) and Freedom Of Information (FOI) Internal Audit reviews identified opportunities
to develop enhanced second line controls to support better compliance and continuous improvement. Internal Audit has

recommended that lead teams consider opportunities for automation and innovation to bolster controls and compliance.

Capability and capacity pressures continue to be a theme emerging from work across the Directorate for Internal Audit

and Assurance.

* Resourcing (people and funding) has been identified as a blocker by Review Teams during Gateway Reviews. Further
blockers have also included: agreements involving a number of organisations and Ministerial or policy direction being
needed to proceed.

+ Digital project delivery plans are increasingly unstable which appears to be mainly due to budget and
resourcing pressures which are necessitating regular replan. Planned assurance activities are being rescheduled by
projects, often on multiple occasions, which is creating longer periods without any assurance at a time when the project
can be undergoing considerable change. The Digital Assurance Office is expending more time on understanding

the current status of projects rather than delivering more value-add assurance and advice.

Business continuity and resilience
* An Internal Audit review of FOI identified a lack of agreed and documented Business Continuity Plan in relation to
the MiCase system. This is especially important given the recent MiCase system outages and reliance on the system to

demonstrate transparency surrounding legislative performance.
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The Corporate Information Asset Register continues to be out of support and a route to a replacement has not been
identified. Steps are being taken to put resources in place to progress this. An SG Internal Audit review of business

continuity arrangements has provisionally been planned for 2023-24.

Information management, governance, data and data protection

The targeted ePC review highlighted inconsistencies in the approach taken by local business areas regarding retention
of documented evidence to support transactions. We have recommended that the policy is refreshed to ensure roles
and responsibilities for maintaining a robust audit trail are clear.

The Data Protection Officer reported mandatory staff data protection training completion rates remain at 88%. Data
handling incidents across SG core Directorates returned to normal rates (35 this period up from 15)

and remain mostly low-impact human handling errors.

Digital Scotland Service Standard assessments for the Digital Planning Transformation Smart Applications service
at Discovery and Alpha (see Annex B) did not demonstrate evidence of digital practices in a number of areas that are
held at programme level including risk management, cyber security and resource planning. Plans to consider
programme level digital delivery practices and procurement activity have been deferred pending wider discussions with
the Digital Directorate.

Independent Assurance — Shared Services Programme (SSP)

As a Major Investment Project, the SSP — Phase One HR and Finance, is subject to Gateway Review and the Technology

Assurance Framework. This involves a series of reviews throughout the programme life cycle to assess delivery

confidence. The SSP has continued to be a key focus of DIAA activity.




2.2.
2.2.1.

2.3.
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A Gate 0 Review was undertaken in July 2023 that resulted in an AMBER / RED Delivery Confidence Assessment. As a
consequence of the Amber/Red rating an Assurance of Action Plan Review is provisionally scheduled for November 2023.
The Digital Assurance Office is due to undertake a Digital Scotland Service Standard Checkpoint in November, focused on
five User Centered Design criteria.

The Data Protection Officer is continuing to liaise with the Share Service Programme Team regarding data protection
compliance — ensuring that roles and responsibilities between the Programme and Business as Usual areas are
understood; regulatory requirements are complied with; and potential blockers to progressing User Acceptance Testing are
mitigated.

Portfolio, Programme and Project Assurance
Portfolio, Programme and Project Assurance is keen to remind all clients that any investments that meet one of the criteria

set out in the Scottish Public Finance Manual - Major investment projects - Scottish Public Finance Manual - gov.scot

(www.gov.scot) (section 6) must complete a Risk Potential Assessment form and submit it to the Portfolio, Programme and

Project Assurance Hub PPPAssurance@gov.scot.

The Head of Portfolio, Programme and Project Assurance can be contacted [Redacted] if you have any questions about

the need to complete the Risk Potential Assessment Forms.

Technology Assurance Framework (Digital Assurance Office)



https://www.gov.scot/publications/scottish-public-finance-manual/major-investment-projects/major-investment-projects/
https://www.gov.scot/publications/scottish-public-finance-manual/major-investment-projects/major-investment-projects/
mailto:PPPAssurance@gov.scot
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2.3.1. There is no current digital assurance activity underway however the Digital Assurance Office is having discussions on

potential assurance requirements for Best Start Foods and Volume Recruitment but there is no firm requirement at this
stage

2.4. Internal Audit

2.4.1. The Directorate for Internal Audit and Assurance issued a Quarterly Bulletin in October, please see Annex B.

Please note these annexes are for members information only, and not for wider sharing or publishing.
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Annex A Internal Audit Plan and Progress

The following tables provide an update on the progress of our Internal Audit work since the previous Audit and Assurance Committee

and highlights progress with our assurance, advisory and follow up activities.

Table 1 — 2023/2024 Assurance Work

Planned Progress to Comments

Audit Title Quarter Date
Fieldwork is ongoing and testing outcomes are being reported to management
Client Services Delivery All Year Fieldwork monthly.
Compliance Ongoing A report will be produced at the end of the year and this will be shared with Audit and
Assurance Committee members once agreed with management.
. Final report issued 31 October 2023 with a substantial assurance opinion.
. Final Report
Integration Space 1 Issued
Final report attached as Annex C.
. Final report issued 5 October 2023 with a reasonable assurance opinion.
Final Report
Procurement 1 Issued
Final report attached as Annex D
Winter Heating Benefits 1 Closed Final report tabled at August 2023 Audit and Assurance Committee.
Internal Controls — Official , Fieldwork The fieldwork for this review is now complete and the draft report is in progress.
Error Trends Complete The final report will be shared with members once agreed by management.
The Draft report for this review was issued on 3™ November 2023 with an emerging
. Draft Report reasonable assurance opinion.
Safeguarding 2
Issued
The final report will be shared with members once agreed by management.




Audit Title

Planned

_Quarter

Progress to
Date
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Comments

The fieldwork for this review is now complete and the draft report is in progress.

Child Disability Payment In- 5 Fieldwork
depth Follow Up Complete The final report will be shared with members once agreed by management.
The fieldwork for this review is now underway.
Case Discussions 3 Fieldwork
Ongoing The final report will be shared with Audit and Assurance Committee members once
agreed by management.
. This review is no longer going to take place due. Management have requested that a
" No longer in . . L
Transition 3 review of Continuous Improvement be undertaken in its place — please see Annex B
the plan .
for further details of the change made
. The fieldwork for this review is now underway.
. Fieldwork
Risk Management 3 Onaoin
going The final report will be shared with members once agreed by management.
This was originally scheduled to take place in Q4, please see annex B for further
. details on the changes to the plan.
Fieldwork
Governance 3 Onaoin
going The fieldwork for this review is now underway, and the final report will be shared with
members once agreed by management.
This review has been delayed until Q4, please see annex B for further details of the
Adult Disability Payment In- 4 Not Yet change.
Depth Review Started
Planning is due to begin in Q3, with fieldwork then undertaken in Q4.
Corporate Transformation Not Yet L o e .
and Estates Management 4 Started Planning is due to begin in Q3, with fieldwork then undertaken in Q4
Embedding and No longer in This review is no I_onger going to take place. Management are currently detfermmlng
4 an alternative review to take its place — please see Annex B for further details of the
Enhancement the Plan

change made




Table 2 - Advisory Work
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The main advisory work undertaken since the previous Audit and Assurance Committee is noted in the below table:

Advisory Title ‘ Status ‘ Progress to Date
Error Control Working Ondo We continue to participate in the monthly Error Control Working Group set up by Social Security
ngoing
Group Scotland.
Internal Control Steering Ongo We continue to participate in the monthly Internal Control Steering Group which has been established
ngoing . .
Group by Social Security Scotland.
Client Services Delivery Ongo Our fieldwork is ongoing providing advice to Client Services Delivery on the development of their
. : ngoing . :
Quality Checking Quality Checking arrangements .

o Our planning meeting has been held and we have ongoing engagement with the team, with fieldwork
Measurement - Estimation _ _ o _ _ _
Ongoing | due to commence shortly. The focus will be on providing advice to the Fraud and Error Unit on their

of Fraud and Error ) S

work to establish measurement estimation of Fraud and Error.
Fraud and Error Unit — o o . _ _ .
_ Internal Audit is reviewing the arrangements being established by the Fraud and Error Resolution Unit
Performance Management | Ongoing _ o
) to record and measure the quality and performance of the division.
Advisory

Our planning meeting has been held and we have ongoing engagement with the team, with fieldwork
Physical Security Ongoing | due to commence shortly. The focus will be on providing advice to management on the current

arrangements for physical security and further work that may be required to be undertaken.
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Advisory Title Progress to Date

Corporate Finance — o o _ ) ) o _ )
_ Internal Audit is reviewing the arrangements being considered for improving financial modelling across
Structure and Ways of Ongoing o
. the organisation
Working

Table 3 — Follow Ups

The following table is an overview of the follow up activity progress since the last Audit and Assurance Committee in August 2023.

Please note, our follow ups only focus on High and Medium priority recommendations.

Report Title Recommendations Progress to Date
Readiness for Disability and Carer’s Benefits 1 High . _
_ Fieldwork ongoing
2 Medium
: Fieldwork complete and will be reported along side the
Child Disability Payment In-Depth Review 1 Medium o o )
4 High assurance activity which is ongoing
Local Dell Complete
ocal Deliver i
Y 1 Medium 1 Partially Implemented
Incident Management 4 Medium Fieldwork ongoing
Workforce Planning 4 Medium Fieldwork ongoing
) Complete
Staff Health and Safety and Wellbeing 1 Medium

1 Partially Implemented




Table 4 — Revised Annual Plan

Activity Title

Estimated
Budget

Activity
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Outline of Scope

Original

Revised

Comments

DEVAS

Adult Disability

Type

In spring 2022 the pilot phase of Adult Disability Payment

launched, this was then followed by the national roll out
of the benefit in August 2022.

We propose to undertake an in-depth review to assess
the processes and controls in place for the administration
and delivery of Adult Disability Payment and provide
assurance over the management of governance, risk
and control in relation to this new benefit and whether the
processes established are efficient and effective in

Quarter

Quarter

Delayed until
Q4 at request of
management so
as to not
duplicate other

Payment 45 Assurance allowing correct determinations to be made, minimise the Q3 Q4 \évr?égiﬁgr:ﬁrgzh
likelihood of fraud and error and ensure the correct Social Security
individuals receive the money they are due. Scotland and

, , ) ) o Social Security
This review will focus on new claims for Adult Disability Directorate.
Payment and will consider the work of both the Client
Services Delivery division and the Health & Social Care
division and provide assurance in relation to how the
various teams work together and understand interactions
and how well they work.

Social Security Scotland reviewed and restructured the
governance structure during 2020/21, which has included Brought forward
changes to the Agency Leadership Team structure and to replace Adult

Governance 30 Assurance | the forums and committees that report into the Agency Q4 Q3 Disability

Leadership Team. The structure has
reviewed again.

recently been

Payment in Q3
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This review will consider the Agency Leadership Team
development, interaction with the Executive Team and
also the other tiers of the governance structure. As the
arrangements are now more established, we aim to
provide a view as to whether the new structure is
embedded and working effectively.

As part of the review we will also consider touch points
between Social Security Scotland and the wider
Directorate and Social Security Programme —e.g.
comms, collaborative decision making, etc. to provide
assurance over their effectiveness and highlight any
improvements that may be needed.

Transition

30

Assurance

This review will assess Social Security Scotland’s
approach and readiness for transition.

The review will assess actions ongoing to determine
Social Security Scotland’s needs and the ongoing plans
and activities to achieve this. We will look to confirm what
work has been undertaken to map out the capabilities
held by Social Security Scotland. We will also consider
the arrangements for maintaining a steady state for
delivering benefits whilst transition is ongoing working
towards the desired operating model.

This scope will be determined through planning

processes, however some elements to be considered

include:

e What are the governance arrangements?

e Planning and preparedness for transition.

e Transition capability — has what is being transitions
and when been determined

Q3

Cancelled at the
request of
management as
timing for this
audit is no
longer
appropriate.
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e Financial management considerations

As this work is being undertaken jointly by both Social
Security Scotland and Social Security Directorate a
crosscutting approach will be undertaken so as to reflect
activities by all those involved with an aim to get
maximum value from this review.

An embedding and enhancement period has been
factored into the delivery plan for Scottish Social Security
Benefits in 2023/2024. During this period Social Security
Scotland have time to focus on specific improvements to
systems and processes that are a priority.

Cancelled at the

request of
management as
This review will provide some assurance around the the p'anf‘ed
success of this stabilisation and improvement period and embedding and
consider whether the improvements made to products / enhagc;(rjnent
Embedding and 30 Assurance | workarounds have made the difference intended. We will Q4 - F;II;O Iacl:e not
Enhancement also aim to provide assurance that the there was an P )
appropriate process for identifying the correct activities Management
that were prioritised? are c_urrgntly
considering
options for a
Based on feedback from management we have replacement for
scheduled this review towards the end of our audit year this review.
SO as to consider outputs and impacts from this period,
however management may want to consider if assurance
would be of help earlier in the process and if so a split
review could be undertaken.
_ The planning meeting for this review has been scheduled Review added
Continuous 30 Assurance | for 9t November where we will discuss with management - Q3 to the Audit Plan
Improvement their thoughts on the focus for the scope of this review. in place of the
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cancelled
Transition
review.

TBC

30

Assurance

TBC

Q4

Management in
discussion to
agree
alternative
review to
replace the
cancelled
Embedding and
Enhancement
review.




