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Assurance Mapping 

Introduction 

The Scottish Government and its public bodies are being challenged more than ever 
to deliver services that provide value for money, underpinned by good governance, 
risk management and control arrangements. 

A well designed and deployed assurance map can be a powerful ally for Accountable 
Officers, Audit & Assurance Committees and assurance providers alike in providing 
best value for the public purse. But this is not a one-off challenge. The “gold 
standard” is to have a culture of assurance mapping, where the assurance map is 
continuously reviewed and updated and plays an integral role in the planning and 
monitoring of the assurances that Accountable Officers need to sign their Annual 
Governance Statements with confidence. 

Our internal audit advice to clients continues to emphasise that there are different 
ways to design and implement assurance mapping arrangements – the trick is to 
work out which best meets your needs, be prepared to learn from experience and to 
adapt it as required. 

In this Bulletin, we describe some basic assurance mapping concepts, provide 
references for further reading and highlight in the separate companion document 
some of our clients’ experiences in developing their culture of assurance mapping 
(with thanks to all concerned for their contributions). We hope that it facilitates further 
discussions and shared learning across and beyond our client portfolio. With the 
2023-24 planning processes just round the corner, we in Internal Audit stand ready 
to discuss how we might be able to help Accountable Officers further develop their 
assurance mapping arrangements. 

Basic Concepts 

An assurance map or framework is usually a visual snapshot of: 
• the key areas over which assurance is required;
• the “three lines of defence” (increasing referred to simply as the “three lines”)

which can vary from organisation to organisation – some refer to four;
• any gaps where no assurance is provided;
• areas where too much assurance is provided.

An assurance map or framework is, first and foremost, a management control – so, if 
it is deemed to be of value, it needs to be invested in, and owned, by Accountable 
Officers. Very small organisations in particular should carefully consider whether the 
benefits would exceed the costs of developing an assurance map. 

It is a tool that should facilitate discussions with management, Audit & Assurance 
Committees and assurance providers. 



An assurance map should never be developed in isolation – it should align with and 
complement risk registers and other elements of risk management arrangements. 
An assurance map can be constructed for the organisation as a whole and for 
divisions of the organisation. 

The “areas” over which assurance is required can also be described / represented in 
different ways, including:  

• corporate / business plan objectives;
• key risks included in corporate / divisional risk registers;
• control areas listed in Internal Control Checklists underpinning the annual

Certificates of Assurance and Governance Statement;
• Best Value themes;
• functions / business processes of the organisation.

The Three Lines Model 

We have interpreted the “three lines” for the Scottish Government and public bodies 
in this diagram: 



Further Reading 

HM Treasury: Assurance Frameworks (Dec 2012) 
Assurance frameworks (publishing.service.gov.uk) 

ICAEW 
Assurance mapping: a vital tool | Assurance practical guidance | ICAEW 

Chartered Institute of Internal Auditors 
Chartered Institute Of Internal Auditors 2023-07-11.pdf 

ACCA 
Four lines of defence and assurance mapping | ACCA Global 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/270485/assurance_frameworks_191212.pdf
https://www.icaew.com/technical/audit-and-assurance/assurance/assurance-mapping
https://www.accaglobal.com/gb/en/student/exam-support-resources/professional-exams-study-resources/strategic-business-leader/technical-articles/defence-assurance-mapping.html


Insights from our Digital Assurance Office 

Our Digital Assurance Office administers the Technology Assurance Framework, 
supporting digital programmes and projects to deliver successful outcomes. This is 
intended to improve delivery and ensure lessons learned from previous experience 
are reflected and embedded in future practice.  

Major Digital Project Reviews are carried out by independent reviewers at key stages 
of project life cycles. In 2022-23, 45 of these reviews were completed, resulting in 
just under 400 recommendations for project teams. Our Continuous Improvement 
Team has logged and analysed these recommendations to produce key insights. 

We are sharing these insights in our first ever guest blog, outlining the themes from 
these recommendations and highlighting four areas that presented the most 
challenge. Look out for our next blog focusing on themes from Digital Scotland 
Service Standard assessments coming soon. 

https://blogs.gov.scot/digital/2023/10/04/technology-assurance-framework-what-we-learned-from-major-digital-project-reviews-in-2022-23/


Cyber Resilience Update 

The current Scottish Public Sector Cyber Resilience Framework V1.2 was published 
in 2021 - Cyber resilience: framework and self assessment tool - gov.scot 
(www.gov.scot) 

V2.0 is scheduled for release by the end of 2023, although the technical controls are 
already being used as the basis for Network and Information Systems (NIS) audits 
within the Scottish health sector. Version 2.0 is a significant evolution on the 
framework, reflecting the need for public sector organisations to improve security 
and progress past the baseline along their cyber resilience journey.  

Following consultation with cyber and information security professionals across the 
public sector, V2.0 has been developed to: 

• Move to a new two tier control structure – Tier One covering the old
Baseline and Target, with Tier Two broadly equivalent to Advanced. This
is to reflect the need for the sector to progress past the previous baseline
standard. The change in terminology aims to emphasise that organisations
cannot make broad comparisons between performance against V1.2 and
V2.0.

• Bring in additional controls from Cloud Security Alliance (CSA) Security
Trust Assurance and Risk (STAR) Cloud Control Matrix, the British
Standard (BS) 3111:2018 Cyber Security Standard and European
Telecommunication Standards Institute (ETSI) EN 303 645 V2.1.1 – Cyber
Security for Consumer Internet of Things Baseline Requirements.

• Remove the subsector specific controls of Public Services Network (PSN)
and Payment Card Industry Data Security Standard (PCI DSS), with the
ability to acknowledge these additional standards where relevant to an
organisation.

• More clearly categorise the controls by role or responsibility – e.g. Senior
Management, Supplier Management, Information Security Management
and Incident Management.

The Scottish Cyber Coordination Centre (SC3) Cyber Assurance Workstream is 
currently recruiting a Cyber Assurance Workstream lead for the centre. Their role will 
be to review options and feasibility for a more coordinated assurance regime for the 
public sector to provide more robust assurances to Scottish Ministers as to the cyber 
maturity of the sector. 

Risk In Focus 2024 

Published in September 2023, Risk in Focus 2024 is the result of a survey of over 
700 Chief Internal Auditors across Europe on the risks their businesses are 
expecting to face in the year ahead. 

The report has revealed a looming “poly-crisis” as a series of high-impact risk events 
occurring simultaneously and exacerbating a multitude of interconnected risks. This 
includes ongoing economic uncertainty, the cost-of-living crisis, the Ukraine crisis 

https://www.gov.scot/publications/cyber-resilience-framework/
https://www.gov.scot/publications/cyber-resilience-framework/


and growing geopolitical turmoil, labour shortages, along with extreme weather 
events fuelled by the climate crisis. 

The report calls on boards to collaborate with internal auditors to navigate the poly-
crisis by having an unwavering focus on organisational resilience and working 
together to respond rapidly to the myriad of immediate and fast-moving risks 
businesses now face. 

Key findings include: 
• As organisations continue to grapple with an increasingly weaponised cyber-

attack landscape, cybersecurity is the biggest persistent threat according to
the research. 84% of respondents voted cybersecurity as the number one
risk for the sixth year in a row. This is no surprise given recent high-profile
cyber incidents, including the ransomware attack that impacted the payroll
software provider of several well-known companies, coupled with an increase
in so-called “wiper attacks” from state-sponsored actors.

• Off the back of the pandemic, organisations are continuing to face a human
resources crisis, with 58% voting human capital, diversity, and talent
management a top risk, making it the second biggest risk. This reflects
ongoing labour shortages in key sectors of the economy, as businesses
struggle to fill vacant positions and retain talent.

• Set against a fragile economic backdrop of stubbornly high inflation and rising
interest rates, coupled with the War in Ukraine and rising geopolitical
tensions, 43% cite macroeconomic and geopolitical uncertainty as a top
risk.

• With the poly-crisis stress testing business continuity plans, 35% cite
business continuity, operational resilience, crisis management and disasters
response as a top risk.

• As high-speed technological developments like Artificial Intelligence pose a
new and emerging threat, a third (33%) cite digital disruption and new
technology as a top risk, although this is forecast to rise to 50% in three
years’ time.

• With two of the hottest European summers on record and climate-related
disasters happening around the world, almost a third (31%) cite climate
change as a top risk. However, this is set to rise further still to over half (53%)
in just three years’ time.

Risk in Focus 2024 – Board Briefing 
ciia-risk-in-focus-2024-board-briefing_final-web.pdf 

Risk in Focus 2024 – Full Report 
ciia-risk-in-focus-2024_final-web.pdf 

https://www.iia.org.uk/media/1693096/ciia-risk-in-focus-2024-board-briefing_final-web.pdf
https://www.iia.org.uk/media/1693097/ciia-risk-in-focus-2024_final-web.pdf


Directorate for Internal Audit and Assurance (DIAA) Bulletin Issue 18 – Oct 2023 – Companion Document - Assurance 
Mapping in Practice 

Accountant in Bankruptcy (AiB) 

AiB’s interest was stimulated in 2018-19 by a DIAA Bulletin which highlighted assurance mapping as an emerging area of for 
consideration.  This prompted the Audit Committee to encourage the Accountable Officer to explore the viability of developing an 
organisational assurance map. AiB contacted various other public bodies to learn from their assurance mapping experiences, 
sought Internal Audit advice and introduced its first iteration, based on the HM Treasury: Assurance Frameworks guidance. 

2019-20 proved to be a significant developmental year. AiB commissioned Internal Audit to review the approach to assurance 
mapping. The review resulted in a “reasonable” assurance opinion, which provided a good degree of confidence in the process. 
The review highlighted that AiB’s assurance mapping process was designed to generate efficiencies by replacing the Certificate of 
Assurance process (Internal Control Checklist), which forms part of the overall SG Assurance Framework for Annual Accounts 
purposes. The review also highlighted the approach was approved by the Senior Management Team and by the Advisory Board. 
Crucially, it also highlighted the role of the Audit Committee in supporting and challenging the process – the assurance map 
became a standing item on the Audit Committee agenda.  

AiB commissioned Internal Audit to conduct a further review during 2022-23, given that assurance mapping had become more 
operational by that time. The review resulted in another “reasonable” assurance opinion, which reflected that it was very much in 
the embedding phase and working towards a business as usual process. It also highlighted the good structure of the assurance 
map and its alignment with other assurance processes. 

The assurance mapping arrangements are now fully embedded in the organisation and providing much stronger evidence to 
support assurances. Whilst AiB continues to explore further improvement options, the current arrangements feature: 

• Quarterly risk and assurance meetings;

• Action tracker circulated every six weeks;

• A defined and consistent scoring approach;

• A reduction in supporting papers to committees and groups;

• The assurance map is now Item one on Audit Committee agendas and the Committee undertakes quarterly deep dives into

selected areas in the map;



• Fully realised end of year reporting benefits.

AiB Assurance Map structure 

Key to Evidence Rating 
 4 = good; 3 = acceptable; 2 = requires improvement; 1 = 

none Document Last Reviewed: mm/yyyy 

Assessment Assurance Providers 

No. Business 
Process / 

Area 

Evidence 
Rating 

Assurance 
Target 

Corporate 
Risk 

Lead Supporting 
Area 

Business 
Management 

1st Line 

Corporate 
Oversight 
2nd Line 

Independent 
Assurance 
3rd Line 

Improvement 
Actions 

In-Year 
Activity / 
Recent 
Reports 

15 
identified 
in Internal 

Control 
Checklist 

plus 1 
covering 
the Audit 

Committee 

15 
identified 
in Internal 

Control 
Checklist 

plus 1 
covering 
the Audit 

Committee 

4 / 3 / 2 / 
1  

(Colour 
Coded as 
per table 
below) 

All have a 
target 

score of 4 

Key Evidence Ratings and Requirements 

All assurances have a target score of 4. The below RAG key gives an indication of how an owner should score relevant assurances in the evidence rating 
column 

4 GOOD All lines of defence have been reviewed and agreed through risk and assurance meeting 

All lines of defence have been reviewed or reported on within the last 12 months 

There are no outstanding improvement actions on the tracker - or outstanding actions are not thought to significantly impact the 
assurance level if carried out in planned time 

Evidence can be provided where that assurances are current 

3 ACCEPTABLE Senior Management Team agree there are one or two lines of defence not recorded that should be shown but these are relatively 
minor 

Most lines of defence have been reviewed or reported on in the last 12 months - one or two items may be out of date and should be 
noted as an improvement action and added to the action tracker 

There are one or two outstanding actions on the tracker which have not been completed in the last quarter 

Evidence can be provided for all other lines of defence 



2 REQUIRES 
IMPROVEMENT 

Several lines of defence are not recorded and could have an impact on providing assurance to Accountable Officer 

Several lines of defence have not been reviewed or updated in the last 12 months 

Several actions remain outstanding on the action tracker or require added to action tracker 

There is some physical evidence but this is largely outnumbered by anecdotal evidence 

1 NO EVIDENCE There is no record of any or relevant three lines of defence. Absence of these defences has a significant impact on being able to 
provide any assurance 

Where there is a record, there has been no review or update in last 12 months 

No improvement action has been recorded or there are an unacceptable number of improvement actions outstanding 

There is no evidence linked or otherwise 

Contact 
[Redacted]

mailto:Stuart.riddell@gov.scot


Revenue Scotland 

Revenue Scotland’s assurance mapping journey started during 2016-17, not long after the organisation’s establishment in 2015. As 
part of that year’s programmed activity, Internal Audit liaised with Revenue Scotland to prepare an assurance map which was 
subsequently presented to the Audit & Risk Committee (ARC) in March 2017. The map was developed by applying principles from 
the HM Treasury document “Assurance Frameworks”, using the “Three Lines of Defence Model”.  

Revenue Scotland has continued to review and refresh its assurance map with the assistance of Internal Audit and its ARC since 
then. In a report to the ARC in Sep 2022 the Head of Governance outlined his desire to develop the Assurance Framework further, 
so that it could become more streamlined and dynamic. The Chief Executive noted the need for the revamped document to be in 
place during 2022-23, in order that it could support the process of developing the following year’s certificates of assurance. 

Revenue Scotland’s most recent iteration of its assurance map was approved by the ARC in March 2023. This included an initial 
review of Revenue Scotland’s key controls and provides a baseline against which Revenue Scotland could measure progress and 
improvements. A further update was presented to the ARC in September 2023. As part of their ongoing risk management 
arrangements, the Head of Governance and Risk and Assurance Manager engaged in regular risk review meetings with team 
leaders across the organisation. These meetings provided an invaluable opportunity to collaborate and share insights about the risk 
environment faced by each team. A key component of these discussions was identifying the main controls and assurances in place 
within each team to mitigate identified risks. These discussions informed the development of the assurance map. 

The Head of Governance and Risk and Assurance Manager have maintained regular dialogue with Internal Audit throughout the 
development and refinement of the assurance map process. Revenue Scotland continues to review the assurance map alongside 
the corporate risk register on a regular basis. The assurance map is reviewed by the ARC biannually. 

There are two parts to Revenue Scotland’s assurance map structure: 

A – a one-page, colour-coded, summary snapshot, showing the desired level of assurance for each area (23 in total), the actual 
assurance provided by each of the four lines of assurance and the overall level of assurance provided. 

B – the supporting detail, showing for each of the 23 areas: the actual controls under each of the four lines, a controls RAG rating, 
an assessment (Y/N) of sufficiency of the controls and details of proposed improvement actions. 



Revenue Scotland Assurance Map structure – A: summary snapshot 

Core Systems / Processes 
Business 

Management 
(1st Line) 

Identifying 
risks and 

improvement 
actions. 

Implementing 
controls. 

Reporting on 
progress. 

Management 
assurance. 

Corporate 
Oversight 
(2nd Line) 

Designing 
policies. 
Setting 

direction. 
Ensuring 

compliance. 
Assurance 
oversight. 

Independent 
Assurance 
(3rd Line) 

Independent 
challenge, 

audit. 
Reporting on 
assurance. 

Audit of 
assurance 
providers. 
Entity level 
assurance. 

Assurance 
from External 
Independent 

Bodies 
(4th Line) 

Overall 
Assurance 

System / 
Process 

Functional 
Head 

Corporate 
Plan 

Objective 

Link to 
Corporate 

Risks 

Desired Level of 
Assurance 

23 areas in 
total, 
comprising 
the 14  
included in 
Internal 
Control 
Checklist 
(for 
Certificates 
of 
Assurance) 
plus 9 
functional 
areas. 

Text setting 
out the 
linked 
Corporate 
Plan 
Objective(s) 

Numbered 
ref to 
linked 
Corporate 
Register 
Risks 

Green =  
Substantial  
Assurance - 
Processes and 
systems where 
we feel we 
require high 
levels of 
assurance  and 
perhaps carry a 
high level of 
inherent risk. 

OR 

Yellow =  
Reasonable 
Assurance - 
Processes and 

High 
Assurance/ 
Medium 
Assurance/ 
Low 
Assurance/No 
Assurance 

High 
Assurance/ 
Medium 
Assurance/ 
Low 
Assurance/No 
Assurance 

High 
Assurance/ 
Medium 
Assurance/ 
Low 
Assurance/No 
Assurance 

High 
Assurance/ 
Medium 
Assurance/ 
Low 
Assurance/No 
Assurance 

High 
Assurance/ 
Medium 
Assurance/ 
Low 
Assurance/No 
Assurance  



systems that we 
feel require lower 
levels of 
assurance and 
perhaps carry a 
lower level of 
inherent risk. 



Revenue Scotland Assurance Map structure – B: supporting detail 

System / 
Process 

Assurance Providers Assessment 

Business 
Management 

(1st Line) 

Identifying risks 
and 

improvement 
actions. 

Implementing 
controls. 

Reporting on 
progress. 

Management 
assurance. 

Corporate 
Oversight 
(2nd Line) 

Designing 
policies. Setting 
direction. 
Ensuring 
compliance. 
Assurance 
oversight. 

Independent 
Assurance 
(3rd Line) 

Independent 
challenge, audit. 
Reporting on 
assurance. Audit 
of assurance 
providers. Entity 
level assurance. 

Assurance from 
External 

Independent 
Bodies 

(4th Line) 

Control 
RAG 

Rating 

Assurance 
Sufficient? 

Y/N 

Improvement 
Actions 

Contacts 
[Redacted]

mailto:Callum.Macinnes@revenue.scot
mailto:Gordon.Buchan@revenue.scot


Scottish Courts & Tribunals Service (SCTS) 

SCTS’s assurance mapping journey started in 2013 with support from Internal Audit. The original “Assurance Framework” was 
based on the HM Treasury publication, “Assurance Frameworks” (2012). Its purpose was to: 

• provide (in a short, single document) an overview of the arrangements in place to ensure that activity across key business
processes/areas is successfully delivered; and

• demonstrate that appropriate oversight of that delivery is in place, using a “three lines of defence model” where the
arrangements in place to ensure (i) operational delivery, (ii) corporate oversight and (iii) independent assurance are
documented.

SCTS revised its approach in 2015 in response to Audit Scotland recommendations for the ARC’s remit to formally cover 
monitoring of best value principles. 

The ARC received a presentation from Audit Scotland on best value and considered how best to ensure that aspect of their remit 
was met. Members noted that much of the activity related to delivery of the seven best value themes (Vision & Leadership; 
Governance & Accountability; Effective Use of Resources;  Partnerships & Collaborative Working; Working with Communities; 
Sustainable Development; Fairness & Equality) was “mainstreamed” into core SCTS business, or business change, activity but that 
it would be useful to have some form of overview which linked the existing activity and evidence to those themes, to provide the 
ARC with the assurance needed to fulfil its remit. 

There was a discussion around how best to provide the information and assurance required to the ARC in a meaningful way, whilst 
avoiding the production of large volumes of reports on activities supporting delivery of the best value themes.  A distinct Best Value 
Assessment report was suggested but it was agreed instead that the current Assurance Framework should be expanded to map 
the relevant best value themes against the processes and evidence contained in the framework – and to expand its coverage 
should any aspects of the best value themes not be fully covered by the existing draft.  This approach avoided the need for two 
separate documents – providing the ARC with a single summary of the arrangements in place although the format had to change 
from A4 to A3 to ensure readability of the document. Three crosscutting best value themes (Sustainability, Equality and 
Collaboration & Partnerships were added to the existing 14 business areas as the basis for the document). 

SCTS’s executive management have continued to maintain the revised “Assurance and Best Value Framework” and the ARC has 
continued to review it at least on an annual basis since its inception. 



In its 2022-23 external audit report of SCTS, Audit Scotland commented: 

“Ministerial guidance to Accountable Officers for public bodies and the Scottish Public Finance Manual (SPFM) sets out the 
Accountable Officer’s duty to ensure that arrangements are in place to secure best value. The guidance sets out the key 
characteristics of best value and states that compliance with the duty of best value requires public bodies to take a systematic 
approach to self-evaluation and continuous improvement.  

SCTS has an ‘Assurance and Best Value Framework’ in place. The framework maps best value themes against each business 
process and sets out the sources of assurance. A lead is also identified for each area with the framework setting out proposals for 
development and key associated corporate risks.  

The development of a framework to demonstrate that SCTS is delivering against its duty of best value is considered an example of 
good practice.”  

SCTS Assurance and Best Value Framework structure: 

Business 
Process / Area 

(17 in total) 
Lead 

Best Value 
Themes 

(7 in total) 

Assurance Sources 

Proposals for 
Development 

Key 
Associated 
Corporate 

risks 

RAG & 
Scoring 

1-2 = Green
3-4 = Amber

5-6 = Red

Business 
Management 

1st Line 

Corporate 
Oversight 

2nd Line 

Independent 
Assurance 

3rd Line 

Contacts 

[Redacted]

mailto:sdarcy@scotcourts.gov.uk
mailto:nrehfisch@scotcourts.gov.uk

