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Introduction

1.1.

1.2.

1.3.

Introduction

This internal audit review forms parts of our planned audit coverage set out in our
Annual Internal Audit plan issued on 21 March 2023 and agreed by the
Accountable Officer and noted by the Audit and Assurance Committee. The
Accountable Officer for Social Security Scotland is responsible for maintaining a
sound system of governance, risk management and internal control that supports

the achievement of the organisations policies, aims and objectives.

Audit Scope

The scope of this review was to evaluate and report on the controls in place to
manage the risk surrounding Social Security Scotland’s Integration Platform and
arrangements for developing and implementing new integration. Our fieldwork
focussed on the non-technical elements of the Integration platform, where data
moves into/out of the organisation. In particular we considered the governance,
risk management and control arrangements for the end-to-end process,
particularly the import and export of sensitive data, monitoring and reporting

requirements and change management.

The agreed Terms of Reference for this review is attached at Annex B.

Assurance and Recommendations

Assurance Category

Medium
0 2 1

Recommendations Priority

Our review has identified two medium priority and one low priority
recommendations. A substantial assurance rating has been provided. Risk,
governance and control procedures are effective in supporting the delivery of any
related objectives. Any exposure to potential weakness is low and the materiality

of any consequent risk is negligible.
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The rationale for this is that there is a robust end to end process in place for the
Integration activities. There was evidence of good governance, risk management
and control arrangements in place. Where recommendations have been identified,
these are predominantly related to elements out with the integration platform
however if appropriate action is not taken this could impact integration and
ultimately the organisations’ ability to effectively deliver.

Findings are summarised against recommendations made in the Management

Action Plan.

Full details of our findings, good practice and improvement opportunities can be
found in section 3 below.

Please see Annex A for the standard explanation of our assurance levels and

recommendation priorities.
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2. Management Action Plan

2.1. Management Action Plan

Our findings are set out in the Management Action Plan below.

Issue & Risk Recommendation Priority Management Response & Action Owner Asgtoen
1 | Quality Assurance Checks Integration team Response: 15/12/23
Issue: consider introducing There are currently peer review processes in place for
There is currently no Quality a quality assurance members of the Integration Platform team in the early
Assurance process in place to mechanism and use part of their tenure with the team and where interfaces
ensure all documentation in relation | this to aid are more complex. Furthermore, internal testing is
to integration is complete and saved | identification of areas undertaken to ensure that any development work is
in the appropriate location. Whilst of weakness and reviewed before it can proceed from Development stage
no issues were identified during enable continuous L to Programme test and through the rigorous route to live
testing, as good practice and an improvement. process.
opportunity to identify areas for
improvement, the introduction of However, there is room for improvement via a
some quality assurance mechanism formalised quality assurance process to ensure that
would add value. development/ coding adheres to our high standards and
ensure post-development testing is efficient as possible.

isk:




Issue & Risk
Insufficient or ineffective
arrangements for quality assuring
work undertaken, leading to poor
quality output that does not meet
the needs of the organisation.

Recommendation Priority
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Management Response & Action Owner
This is an on-going continual improvement workstream

that is on the Integration team roadmap.

Action:

Ring-fence time from delivery and live service
commitments to work with Boomi Developers and
Enterprise Architects to formalise and embed a robust

Quiality Assurance process.

Action Owner:
[Redacted]

Logging, Monitoring and Alerting

Issue:

Many applications at either end of
the integration process and across
the IT estate have been designed

and delivered [Redacted].

Risk:
Redacted]

Management should
review arrangements
for [Redacted] and
ensure appropriate
action is taken to M
provide sufficient
functionality which
meets the needs of

the organisation.

Response:
We agree that the lack of [Redacted]. For too long the
reliance [Redacted]in the absence of clear design

specifications needs to be addressed.

Action:
To update [Redacted]These will be enforced by Cloud
Engineering and Integration Platform teams to ensure

compliance ahead of any development activity.

31/03/24




Issue & Risk

Recommendation Priority
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Management Response & Action Owner
Action Owner:
e [Redacted]

Ownership of system changes

and developments

Issue:

Ownership and identification of
system upgrades/changes that may
impact integration is not always in
place, resulting in releases being
implemented which then impact on
the live system and require

retrospective action to be taken.

Risk:

Insufficient arrangements for
maintaining system integration as
systems develop/change ensuring
data flows remain effective and
sufficient for business need

esulting in defects and impacting

Management should
note this concern and
obtain assurances
that relevant Product
Owners have
awareness of the
need to ensure
integration is
considered when any
system developments
or updates occur.

Response:

Again, we agree with the issue and risk noted. There is
a process within the programme to assess changes for
integration impact on upcoming releases. Integration
Managers and architects review future work packages
within the programme to assess potential Integration
impacts and to add them to the integration tracking
mechanisms that exist. However, integration designs
and impacting can vary in standards resulting in the
issue/risk alluded to. Furthermore, where issues do
arise post-delivery i.e. in live service, there can be
ambiguity around who is responsible for defect
management and stakeholder engagement for

upstream/downstream systems.

Action:
Integration Platform team will work with Programme

colleagues to ensure both ownership and

31/12/23
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Issue & Risk Recommendation Priority Management Response & Action Owner
on the ability for Social Security comprehensive design artefacts for delivery and live
Scotland to deliver. service are available across all interfaces. Any

uncertainties will be called out with integration

managers and the interface tracker governance group.

Action Owner: [Redacted]
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3. Findings, Good Practice and Improvement Opportunities

3.1. Good Practice

3.1.1. There is a defined strategy for Social Security Scotland which sets out the
architecture and foundation principles for Social Security Scotland’s IT
Infrastructure and this incorporates integration and is aligned with strategic
objectives.

3.1.2. There are clearly defined roles and responsibilities in relation to Integration with a
defined process to follow should integration be required. All those involved in
fieldwork were clear on their roles and responsibilities and lines of reporting and
accountability.

3.1.3. Effective arrangements are in place to ensure sufficiently skilled and experienced
staff are in place to deliver on integration activities. Work has been ongoing to
build resilience within the Chief Digital Office, which included recruiting permanent
staff for the Integration team. A training needs analysis has been undertaken and
a skills matrix developed for Integration Team roles.

3.1.4. Social Security Scotland strategies along with guidance documentation set out the
processes and templates to be used to ensure consistent and effective methods
are embedded and aligned with industry best practice.

3.1.5. There is agreed and clearly documented process for scrutiny, oversight and
authorisation for Integration activity. Social Security Programme and Social
Security Scotland’s agile approach to development and delivery also embeds set
timescales for delivery along with oversight, monitoring and reporting and provides
routes for escalation of dependencies, risks and issues as they emerge.

3.1.6. Our fieldwork confirmed that there are robust arrangements in place for the
development, build and testing of Integration. As part of testing prior to release,
should any defects be identified there is a process for highlighting these,
escalating for impacting and remedial action. Mechanisms and processes in place
also ensure there is a clear audit trail of integration development and our fieldwork
showed clear evidence of each step being followed, scrutinised, challenged and
approved.

3.1.7. Testing showed that there are effective arrangements to ensure risks and

interdependencies are regularly considered as part of each Integration activity.




3.1.8.

3.1.9.

3.1.10.

3.1.11.

3.1.12.

3.1.13.

3.1.14.

3.2.

3.2.1.

3.2.2.
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Integration design stage determines what information/data is to be shared and /or
obtained and the flow of this information from source to destination. At this stage
other elements such as requirements for security and error reporting will also be
defined.

The Integration Platform, [Redacted], is secured by role-based access rights
ensuring access is restricted to relevant staff. It should be noted that our testing
did not consider the system access and data security of the applications involved
at either end of the integration, [Redacted].

[Redacted] has mature [Redacted] functionality. Through discussion it was noted
that often this is relied upon [Redacted].

We evidenced that the Integration Team participate fully in business checkout
following a new release and there are sufficient arrangements in place for defect
management.

The contract held with the [Redacted] platform providers has an ‘Evergreen’ policy
included. This ensures that the system is constantly upgraded and maintained to
ensure data flow remains effective and efficient and in line with Integration
business needs.

A business case for [Redacted] Integration Platform was in development at the
time of our fieldwork. This was a forward-looking plan covering the next five years
and is focussed on ensuring that longer-term sustainability is fully considered.
The Integration Team also demonstrated a focus on long term needs through the
planned development of a formal roadmap with milestones.

Improvement Opportunities

Quality Assurance Checks

There is currently no Quality Assurance process in place to ensure all
documentation in relation to integration is complete and saved in the appropriate
location. Whilst no issues were identified during testing, as good practice and an
opportunity to identify areas for improvement, the introduction of some quality

assurance mechanism would add value. (Please see Recommendation 1)

[Redacted]
Whilst we have highlighted in the good practice section that [Redacted] has mature
[Redacted] functionality, many of the applications at either end of the integration

rocess and across the IT estate have been designed and delivered [Redacted].



3.2.3.

3.2.4.

3.2.5.

3.2.6.
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[Redacted]Integration Platform Team [Redacted]. The Integration Platform Team
noted that they have been working with [Redacted]. (Please see Recommendation
2)

Ownership of system changes and developments
Through fieldwork we noted that there are robust arrangements in place for

maintaining [Redacted], as the system develops and updates are made available,
ensuring integration and data flow remains effective and sufficient for business
needs. However we noted that should there be changes to the
systems/products/applications at either end of the integration, the need to factor in
changes to integration [Redacted]. It was advised that the relevant Product /
Application Owner would be responsible for ensuring any such changes taking
place are highlighted and impacted and where appropriate escalated via a defined
route for action. [Redacted] (Please see Recommendation 3)

Code Branching

Social Security Directorate colleagues highlighted during fieldwork that their work
and ability to design, build, test and deliver products for Social Security Scotland
is impacted due to the lack of Code Branching. Code Branching helps software
development teams work in parallel by enabling teams to work on different parts
of development without impacting each other and “in-progress work” can be
separated from tested and stable code.

From our fieldwork we note that there have been discussions regarding the risks
and impacts of this, however we also noted that such functionality is not currently
possible [Redacted]. Chief Digital Office colleagues advised that should this
functionality be introduced as part of the suppliers future roadmap for [Redacted]
there will be action taken to consider and determine if and/or when it would be
implemented by Social Security Scotland. The team also highlighted that whilst
such functionality is not available, it has not prevented the development and
implementation of products and integration to date.

Due to the functionality not being available and management being aware of the
concerns and noting their plans to consider implementation should it become

available no recommendation has been made.
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Annex A Definition of Assurance and Recommendation Categories

Assurance Levels

Reasonable Assurance Some improvements are required to enhance the
adequacy and effectiveness of procedures. There are
weaknesses in the risk, governance and/or control
procedures in place but not of a significant nature.

Controls are adequate but
require improvement

Recommendation Priority

Moderate risk exposure or weakness with need to improve
related controls.
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Client Accountable Officer: | David Wallace, Chief Executive
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Client Audit Contact(s): [Redacted]
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Manager:
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Introduction

1.1.

1.2.

1.3.

1.4.

1.5.

This internal audit review forms parts of our planned audit coverage set out in our
Annual Internal Audit plan issued on 21 March 2023 and agreed by the

Accountable Officer and noted by the Audit and Assurance Committee.

This review will focus on the non-technical elements of the Integration platform,
where data moves into/out of the organisation. In particular, we will consider the
governance, risk management and control arrangements for the end-to-end
process, particularly the import and export of sensitive data, monitoring and

reporting requirements and change management.

To aide understanding it is important to clearly set out the relationship between
Social Security Scotland and the Social Security Directorate (Programme).
Programme, using agile methodology, designs and builds the new Scottish social
security system and is delivering the components on an incremental day by day
basis. As such Minimal Viable Products for policies, systems and processes for
each benefit are built by Programme, and then handed to Social Security Scotland
to deliver. Once transitioned, it is then the responsibility of Social Security
Scotland to develop these as appropriate to make them fit for purpose and

reflecting actual processes and controls in place.

We held planning meetings in April and May 2023 with key contacts from Social
Security Scotland Integration Platform team to discuss relevant risks and agree

the details of this review.

Our key risks below have been developed through this discussion and our
knowledge of Social Security Scotland and its objectives.
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2. Scope

2.1. To evaluate and report on the controls in place to manage the risk surrounding
Social Security Scotland’s Integration Platform and arrangements for developing

and implementing new integration.

2.2. Remit Item 1 — Governance
To review the governance structure and arrangements in relation to integration and

assess for adequacy.
Key Risks:

Inappropriate working practices, inconsistencies in approach and outcomes and an
inability to achieve strategic objectives and effectively deliver benefits and services

due to:

e Lack of or poorly defined strategy for integration which is not aligned with
strategic objectives.

e Insufficient or ineffective structure with poorly defined roles and responsibilities.

¢ Insufficient knowledge, experience and expertise.

e No defined and agreed process and clarity of standards to be achieved.

e Lack of appropriate process for scrutiny, challenge and authorisation for
integration.

¢ Insufficient audit trail of integration development and deployment.

e Lack of regular oversight, monitoring and reporting to inform Senior
Management and support decision making.

e Poor management of risks and dependencies in relation to system integration.

2.3. Remit 2 — Integration Development, Design and Implementation
Review of the processes and controls in relation to integration and data

management needs and assess for adequacy.
Key Risks:

¢ Insufficient processes for determining and designing integration needs leading

to an inability to effectively obtain and share data needed for service delivery.
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Poor mechanisms by which connections are built, tested and verified prior to
implementation leading to ineffective systems and an inability to achieve
strategic objectives.

Current Integration Platform capability does not allow for code branching
potentially impacting ways of working and future development.

Lack of controls over the import and export of data, including sensitive data
(e.g. medical/payment, etc) increasing the risk of data loss or breaches.

Lack of sufficient process, controls and oversight checks on what is built
increasing the risk that Social Security Scotland establishes inappropriate
integration with systems and third parties which do not meet the needs of the
organisation.

Insufficient or ineffective means for [Redacted] on the Integration Platform
meaning the organisation is unable to determine the successes and/or failures
of system processes and controls.

Lack of arrangements for assessing the achievement of required integration to
determine if integration implemented is appropriate and meets the needs of
Social Security Scotland.

Insufficient or ineffective arrangements for defect management leading to an
inability to identify and remedy bugs and defects in relation to system
integration impacting Social Security Scotland’s ability to deliver services.
Insufficient arrangements for maintaining system integration as systems
develop/change ensuring data flows remain effective and sufficient for business
need.

Current arrangements are not sustainable and sufficient for the longer-term

needs of Social Security Scotland.
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3. Approach

3.1. We will undertake the audit in compliance with the Internal Audit Charter and the
Memorandum of Understanding agreed between Internal Audit and Social

Security Scotland.

3.2. At the conclusion of the audit a customer satisfaction questionnaire will be
issued to the main key contacts for the audit. Internal Audit appreciate feedback
and to facilitate continuous improvement, we would be grateful if you could

complete and return the questionnaire.

3.3. Management is reminded of our need for timely access to people and
responsiveness to information requests, to enable the reporting timetable to be

met.




