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1. Introduction 

 

1.1. Introduction 

This Internal Audit review of Procurement formed part of the Audit Plan agreed by 

the Accountable Officer and noted by the Audit and Assurance Committee on 21 

March 2023. The Accountable Officer for Social Security Scotland is responsible 

for maintaining a sound system of governance, risk management and system of 

internal control that support the achievement of the organisations policies, aims 

and objectives.  

1.2. Audit Scope 

The scope of this review was to evaluate and report on the controls in place to 

manage the risk surrounding Social Security Scotland’s procurement 

arrangements. 

 

The agreed Terms of Reference for this review is attached at Annex B.  

1.3. Assurance and Recommendations 

 

Assurance Category Reasonable 

Recommendations Priority 
High Medium Low 

0 3 1 

 

Our review has identified three medium priority recommendations and one low 

priority recommendation. A reasonable assurance rating has been provided. 

Some improvements are required to enhance the adequacy and effectiveness of 

procedures. There are weaknesses in the risk, governance and/or control 

procedures in place but not of a significant nature. 

The rationale for this is that while our review found many areas of good practice, 

some processes were still in development or needed strengthening. The 

Procurement and Commercial team expanded in the last year and continuous 

improvement of arrangements in place was evident. We believe actioning our 
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recommendations will further contribute to the development of an effective and 

efficient Social Security Scotland procurement function.  

Findings are summarised against recommendations made in the Management 

Action Plan. 

 

Full details of our findings, good practice and improvement opportunities can be 

found in section 3 below.  

 

Please see Annex A for the standard explanation of our assurance levels and 

recommendation priorities.  
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2. Management Action Plan  

2.1. Management Action Plan 

Our findings are set out in the Management Action Plan below: 

No. Issue & Risk  Recommendation Priority 
Management Response & Action 
Owner 

Action 
Date 

1 Guidance and Documented Processes 

Issue: 

Templates and guidance documents did 

not always include document version 

controls and review process to ensure 

documents remain current.  

 

Risk: Procurement strategy, policies and 

procedures are not aligned with updates to 

procurement policy & procedures issued 

by Scottish Government and / or Social 

Security Scotland strategic objectives and 

budget management leading to 

Management should ensure 

recently developed and 

future processes and 

templates contain document 

version controls and 

requirement for review. 

L 

 

Response: 

Noted and accepted. A working group is in 

place to update templates and a folder has 

been set up in eRDM with templates that 

require to be actioned. 

 

Action: Version control and requirement 

for review will be added to recently revised 

and all future templates. 

 

Action Owner: Senior Procurement and 

Commercial Manager 

 

 

 

 

 

 

 

 

 

 

31/10/23 
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No. Issue & Risk  Recommendation Priority 
Management Response & Action 
Owner 

Action 
Date 

reputational damage and potential legal 

recourse. 

2 Contract Management  

Issue 1:  

A Contract Register is in place and 

utilised, however, the register was 

incomplete with inconsistencies in data 

entry and errors. See paragraph 3.2.4 for 

more detail.  

Issue 2:  

Our review highlighted one instance where 

an expiring contract, which was awarded 

non-compliantly without the knowledge of 

the procurement team, was not cancelled 

in time which resulted in additional cost to 

Social Security Scotland. 

Issue 3: 

Equality Impact Assessments are the 

responsibility of the customer, completion 

a) Contract Register to be 

reviewed, and controls 

put in place to ensure 

the register is complete 

and accuracy of data is 

verified.  

b) Management should 

review effectiveness of 

existing controls and 

consider improvement 

opportunities to mitigate 

the risk of staff in Social 

Security Scotland awarding 

contracts non-compliantly 

and without appropriate 

procurement input / 

management.  

c) Management to review 

the process for Equality 

M 

Response:  

Noted and accepted. We have recently 

undertaken a full review of our 

Management Information processes with a 

view to improving our processes and 

procedures in this area. Some of the gaps 

in the contract register were due to 

information not requiring to be completed 

on the MS Forms Admin Form (e.g. if the 

contract is not for a software licence, the 

form won’t ask what kind of licence it is). 

Other gaps were due to information 

missing when contracts transitioned from 

the Scottish Government More Powers 

Implementation Procurement Team. 

 

Action: Changes to processes to ensure 

the Contract Register indicates where 
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No. Issue & Risk  Recommendation Priority 
Management Response & Action 
Owner 

Action 
Date 

should be confirmed on the Request for 

Procurement Advice form. We found 

evidence of assessments not being 

provided resulting in delays in the 

procurement process.  

Risk 1: 

There is a risk of incorrect data being used 

to provide management information and 

potentially double accounting. 

Risk 2: 

There is a risk of contracts being 

inadvertently extended due to continued 

use post expiry date resulting in financial 

loss.  

Risk 3: 

There is a risk of goods and services that 

are not appropriately accessible being 

procured due to equality impact 

Impact Assessment for 

procurement requests to 

ensure they have been 

completed for all 

applicable requests.  

fields do not require to be populated are 

already underway. Blank fields will be 

populated by not applicable (N/A) or ‘0’ to 

support easier identification of fields which 

are erroneously left blank. We will also 

take a risk based approach to missing 

information in relation to contracts 

transitioned from the Scottish Government 

More Powers Implementation 

Procurement Team to identify any material 

gaps or where a contract has more than 6 

months still to run before expiry. In 

addition, line managers will review data 

before the admin forms get submitted 

going forward.  

 

Action Owner: Supplier Relationship and 

Contract Manager  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

31/01/24 

 

 

 



Internal Audit Report – Procurement  

9 

No. Issue & Risk  Recommendation Priority 
Management Response & Action 
Owner 

Action 
Date 

assessments not being completed or 

completed incorrectly.  

 

Issue 2 - Recommendation 2(b) 

 

Response: Noted and agreed. 

 

Action Owners: Senior Procurement and 

Commercial Managers 

 

Action: Procurement and Finance 

Awareness Sessions (currently under 

development) will be held throughout the 

organisation in late 2023 / early 2024 to 

increase the level of knowledge and 

understanding of non-commercial staff 

and reduce instances of non-compliance.  

 

Our new non-compliance tracker will help 

in the identification and investigation of 

suspected non-compliances and our 
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No. Issue & Risk  Recommendation Priority 
Management Response & Action 
Owner 

Action 
Date 

Procurement Business Partners will liaise 

with business areas to help prevent 

recurrences.    

We have increased the level of 

stakeholder engagement through contract 

management and Business Partnering 

which will also help prevent cases of 

noncompliance.  

 

Issue 3 - Recommendation 2(c) 

 

Response: Noted and agreed. 

 

Action Owners: Senior Procurement and 

Commercial Managers 

 

Action: Procurement team will signpost 

customer/budget holder to EQIA team.  

Lead procurement officer will also share 

the RPA with accessibility SME for 

 

 

 

 

31/03/24 
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No. Issue & Risk  Recommendation Priority 
Management Response & Action 
Owner 

Action 
Date 

confirmation that approval has been 

granted to dispense with EQIA.   For all 

other cases, procurement officer will seek 

proof of EQIA having been undertaken 

prior to any contract award. 

 

15/12/23 

 

 

 

 

 

 

3 Monitoring and Scrutiny 

Issue 1:  

Monthly finance reports were reviewed by 

the Procurement and Commercial Team to 

identify noncompliance with procurement 

procedures and to identify opportunities to 

achieve value for money by placing 

contracts for non-contractual items 

purchased regularly.  

However, we note there was no 

documented process for this monthly 

a) The analysis of monthly 

finance reports process 

should be agreed and 

documented. Points 

highlighted in paragraph 

3.2.9 should be 

considered.  

b) Issues and concerns 

identified as part of the 

data analysis of finance 

reports should be 

M 

Recommendation 3(a) and (b) 

Response: Noted and accepted. 

 

Action: A new process has been agreed 

for reviewing spend on transactions over 

£25k and over £500 ePC transactions.  

 

Action Owner Senior Procurement and 

Commercial Manager 

 

Recommendation 3(c) 

 

 

 

 

 

31/10/23 

 

 

 

 

 

 



Internal Audit Report – Procurement  

12 

No. Issue & Risk  Recommendation Priority 
Management Response & Action 
Owner 

Action 
Date 

review of finance report which could result 

in processes not being completed in full 

and opportunities for development 

overlooked. More detail in paragraph 3.2.8 

– 3.2.9. 

Issue 2: 

As part of the above review the 

Procurement and Commercial Portfolio 

Manager highlighted procurement issues 

and possible areas of noncompliance that 

were to be further investigated.  

However, we note that the issues and 

concerns identified were not monitored for 

completion. More detail in paragraph 

3.2.10. 

Issue 3: 

Contract Managers are responsible for 

reporting delivered savings - for medium 

and high-level contracts quarterly and for 

recorded and tracked for 

completion. 

c) To ensure MI on savings 

is accurate an 

appropriate scrutiny 

should be introduced to 

validate accuracy of 

reported savings. The 

reporting form should be 

signed by verifier prior to 

submitting. 

Response: Noted. A refresher session on 

how to record procurement savings was 

held on 24 May 2023. We have 

subsequently completed various checks 

on savings and intend consolidating the 

learnings and findings by developing our 

process for recording savings. 

 

Action: All future savings will require to be 

signed off by the relevant C1 prior to being 

submitted. A further sample check will be 

completed by our Supplier Relationship & 

Contract Manager to provide further 

verification of accuracy of the savings 

information. 

 

Action Owner: Supplier Relationship and 

Contract Manager  

 

 

 

 

 

 

 

 

 

 

 

 

 

28/02/24 
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No. Issue & Risk  Recommendation Priority 
Management Response & Action 
Owner 

Action 
Date 

low level contracts annually. Our review 

confirmed that an automated savings 

reporting form and a savings spreadsheet 

were in place and being utilised. However, 

when evaluating arrangements for 

validating the accuracy of the savings 

reported, we found that no arrangements 

were in place to review the accuracy of 

data being reported as part of these forms. 

More detail in paragraph 3.2.11.   

Risk:  

Insufficient monitoring and reporting of 

procurement spend and inability to identify 

noncompliance with procurement 

procedures and identify instances of spend 

where no contract is in place. 

4 Lessons Learned and Continuous 

Improvement  

Issue 1:   

Management to introduce 

adequate processes to help 

ensure that the lessons 

M 

Response: Noted and accepted.  
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No. Issue & Risk  Recommendation Priority 
Management Response & Action 
Owner 

Action 
Date 

While the procurement strategy and the 

procurement annual report inform that a 

lessons learned log is being utilised to 

drive improvements, our review of the 

lessons learned log found that this only 

contained three entries and the log is not 

actively used. More detail in paragraph 

3.2.12. 

Issue 2: 

Outcomes of the Low value / risk contract 

management feedback forms that are 

currently in development were not tracked 

in the lessons learned register to show 

lessons learned themes and to track 

continuous improvement. More detail in 

paragraph 3.2.13. 

Issue 3: 

We found inconsistencies in recording 

lessons learned in our sample selection – 

learned log is actively 

utilised to record feedback 

and lessons learned to help 

identify repeating themes 

that would help track 

corrective action and 

continuous improvement. 

Findings from paragraphs 

3.2.12, 3.2.13 and 3.2.14 

should be considered.  

 

Action: Procurement staff will be 

reminded of the requirement to record any 

relevant lessons learned in the Lessons 

Learned Log. This will include learnings 

detailed in Contract Award 

Recommendation Reports and learnings 

following review of completed Low Value / 

Low Risk Contract Management Form by 

Business Owners. Any lessons learned 

which are only relevant to a specific 

procurement project or contract (and not 

applicable to any other procurement 

project or contract) should be recorded in 

the relevant eRDM file only. Any wider 

lessons learned will be added to the 

Lessons Learned Log. 

 

Action Owner: Head of Procurement and 

Commercial 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

30/11/23 
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No. Issue & Risk  Recommendation Priority 
Management Response & Action 
Owner 

Action 
Date 

lessons learned/issues had been identified 

but not recorded for one of our samples 

tested. More detail in paragraph 3.2.14.  

 

Risk:  

Failure to act on feedback and lessons 

learned may lead to ineffective way of 

working and a failure to learn and improve 

processes resulting in ineffective and / or 

inefficient procurement processes.  
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3. Findings, Good Practice and Improvement Opportunities  

3.1. Good Practice 

Governance Arrangements 

3.1.1. A comprehensive 2021-23 Procurement Strategy was in place with links to 

Social Security Scotland’s Corporate Objectives and to community impact, 

making sure that procurement opportunities are accessible to small - medium 

enterprises, third-sector organisations and supported businesses. 

 

3.1.2. Our review of the strategy, guidance, processes and documentation noted they 

took account of relevant legislation and processes were aligned with Scottish 

Government Procurement Policy Manual and Procurement Journey with links to 

key documents.  

 

3.1.3. Social Security Scotland has committed to signing up to the Social Impact 

Pledge that asks organisations to commit to increasing their social impact by 

making a public commitment to change three aspects of their current operations 

or policies. 

Value for money  

3.1.4. Corporate Procurement Strategy states that the Social Security Scotland 

procurement function would support contribution to the Social Security 

(Scotland) Act 2018 principle of being efficient and delivering best value for 

money. This is achieved by developing reliable procurement strategies and 

managing contracts effectively. Our review found that ensuring value for money 

is embedded within the procurement process e.g., templates include a 

requirement to report on value for money. Furthermore, our sample selection of 

three randomly selected contracts found evidence that value for money was 

considered. 

Roles and responsibilities 

3.1.5. Job descriptions for roles in the Procurement and Commercial team were in 

place. We confirmed these included procurement duties that staff were 

responsible for undertaking. 
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3.1.6. Individual and collective staff roles and responsibilities in relation to procurement 

in Social Security Scotland have been identified, documented, and 

communicated/clarified to all staff on Saltire, the Social Security Scotland 

intranet page.  

Procurement guidance and support  

3.1.7. The Social Security intranet page contains the Procurement Strategy and 

procurement training materials (e.g., induction materials) which set out guidance 

for who conducts the procurement process for contracts/purchases based on 

Total Contract Value. Information on Procurement Business Partners role and 

who to contact for each division (Chief Digital Officer, Strategy and Client 

Experience, Finance and Corporate Services, Client Services Delivery and 

Health and Social Care) is also available on the intrant site.  

 

3.1.8. The Procurement and Commercial team are available as an escalation point 

and/or to offer commercial advice and this is communicated to staff on Saltire. A 

Request for Procurement Action form is embedded within the page.  

 

3.1.9. Scottish Publicly Funded Sectors Procurement Benefits Reporting Guidance is 

being utilised by Social Security Scotland and this is referenced in templates for 

procurement journey. 

 

3.1.10.  A key performance indicator guide is being developed for the Procurement and 

Commercial Team to provide procurement professionals with generic examples 

of KPIs for them to consider for their projects, adapting as appropriate. 

Training 

3.1.11. There is a comprehensive package of training for the Procurement and 

Commercial Team leading to professional qualifications where appropriate-Ten 

are Members of Chartered Institute of Procurement and Supply (MCIPS) and a 

further three are working towards MCIPS accreditation. In addition to 

professional qualifications there are a number of continuous professional 

development opportunities available; 

  



Internal Audit Report – Procurement  

18 

• Access to Procurement training via Social Security Scotland learning platform 

Pathways, 

• Scotland Excel’s Procurement training courses 

• Access to Procurement and Commercial Training Framework PowerPoint 

presentation training course slide decks. 

 

3.1.12. There is a comprehensive Procurement Induction pack for new staff and a 

training plan for new B1s. All Procurement and Commercial Team members 

have attended mandatory training in inclusive communication to help meet the 

needs of different communication styles of staff, stakeholders, and service users.  

3.1.13. Members of the Procurement and Commercial Team use Procurement 

Competency Framework (a comprehensive guide designed to develop the core 

competencies for public procurement professionals) to self-assess staff skills 

and competence. 

3.1.14. The Procurement team has developed a PowerPoint presentation for awareness 

training that can be delivered to customers as and when required. Links to 

Contract Management Courses are available on Saltire and shared with 

Technical Contract Managers as part of the procurement process. The team is in 

the process of developing Finance and Procurement Awareness training for 

customers with the Learning and Leadership team.  

Reporting and monitoring 

3.1.15. The Annual Procurement report (2021-22) was published on the Social Security 

Scotland website, we confirmed that this presented a comprehensive summary 

of Social Security Scotland procurement activities. The report sets out how value 

for money was delivered for expenditure through the procurement activity along 

with spend, savings made, and other procurement information such as reporting 

on progress against priority 5 - to make sure that all procurement activities meet 

legislation. The report also included a summary of community benefits in line 

Section 18(2) of the Procurement Reform (Scotland) Act 2014.  

 

3.1.16. Since January 2023, there is a fortnightly senior management meeting to review 

projects and contracts recorded on the contract tracker, focusing on red and 

amber RAG (Red/ Amber/ Green) status to see what support might be needed to 

improve performance.  
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3.1.17. Monthly contract review meetings are organised and facilitated by the 

Procurement and Commercial Team for the high risk and high value (over £1 

million) contracts, to ensure Key Performance Indicators, spend, delivered 

savings and benefits are tracked and all risks are identified, monitored, and 

reviewed.  

 

3.1.18. Escalation meetings between suppliers and key stakeholders are arranged and 

rectification plans put in place for any risks with a red score under the RAG (Red/ 

Amber/ Green) status. These are recorded and mitigating actions monitored by 

the Procurement and Commercial team.  

 

3.1.19. Quarterly meetings with Procurement and Commercial Team key strategic 

suppliers. These meetings are designed to augment the monthly contract review 

meetings. 

Contract management  

3.1.20. A Contract Management Strategy is in place, this mirrors Routes 1 - 3 of 

Procurement Journey. All live contracts are segmented based on risk, value, and 

complexity. Where there is no close alignment between risk and value, the 

approach to contract management is driven by the risk profile. 

 

3.1.21. An email template is in place for informing Technical Contract Managers in 

Business Areas about their roles and responsibilities for the contracts they are 

responsible for. Links to The Role of a Contract Manager training and the 

Benefits and Opportunities of contract management training are included – these 

are not mandatory but the email states that they are ‘strongly recommended. A 

RACI diagram (a diagram which categorises stakeholders into the following 

categories: Responsible, Accountable, Consulted, and Informed) is also included 

to help the Technical Contract Manager understand the roles and responsibilities 

of different stakeholders in contract management. 
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3.1.22. The regular stakeholder meetings, active contract management and advice 

provided by the procurement team mentioned above help prevent and resolve 

procurement issues and cases of noncompliance.  

Future procurement needs 

3.1.23. Saltire clearly sets out requirement for forward planning for future procurement of 

goods or services from a supplier and asks staff to report requirements as soon 

as they are identified using the embedded Forward Plan Questionnaire that was 

set up to help pull together a forward plan of procurements / purchases needed 

over the next two years in order to plan activity and ensure adequate support 

can be provided.  

3.1.24. Our review found that the forward plan is published as part of the annual report, 

and it is now made available to customers on a six-monthly basis. The plan is 

signposted on the Social Security Scotland webpage and directly accessible to 

customers on the Public Contracts Scotland webpage.  

3.2. Improvement Opportunities 

Guidance and documented processes 

3.2.1. Templates and guidance documents did not always include document version 

controls and requirements for review to help ensure that these are up to date 

and subject to regular review. Recommendation 1 

3.2.2. There is a reliance on Scottish Government Procurement systems and Scottish 

Government Procurement policy team to ensure procurement systems, journey 

and Scottish Government policies are maintained in line with legislation. The 

Corporate Procurement Strategy outlines how Social Security Scotland will 

develop its own templates to align with Social Security Scotland priorities / 

vision. A templates working group is taking this forward with progress being 

monitored via a tracker, therefore no recommendation will be made. 

Risk management  

3.2.3. A procurement risk register is in place which is in line with risk management 

guidance good practice, however, while the risk register shows that the last 

review was in April 2023, some of the risks on the risk register did not contain an 

update. For example, risk PRO-R011 shows the most recent update from March 

2022. While we are content that regular review of the risk register takes place, 
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management should ensure that all risks are fully reviewed and updated on a 

regular basis. Where no change has been made date reviewed should be 

recorded  

Contract Management  

3.2.4. A Contract Register is in place and utilised, however, the register was 

incomplete and contained inconsistencies in data entry. The Contract Manager 

completes a form for the Admin Team to then upload data into the contract 

register, the MI Specialist confirms data on the form has been input to the 

Contract Register correctly, however, there is no process to confirm the forms 

forwarded to the Procurement and Commercial Team contain correct 

information. There is a risk of incorrect data being used to provide management 

information and potentially double accounting. Our review found inconsistencies 

in data entry: 

• The register did not always include Y and N or NA answers and contained 

blank cells. It was unclear whether these cells were intentionally blank or 

whether data had not been recorded.  

•  Total estimated Contract Value (Column V)) of register when filter to 

modifications there were figures in some cells and others were blank. It was 

unclear whether these cells were intentionally blank or whether data had not 

been recorded. 

• Due to the admin form having been completed incorrectly by contract 

manager, one of the sample contracts reviewed had an incorrect contract 

value recorded on the contract register (£35K which is the budget for 22/23 

and not Contract Value). Recommendation 2 

 

3.2.5. Our review highlighted one instance of noncompliance with procurement policy 

which was a result of a staff member without delegated purchasing authority 

awarding a contract without engaging the procurement team: 

• Notice period to end contract was not given in time, contract automatically 

rolled into another year resulting in additional cost to Social Security 

Scotland.  

3.2.6. The team should consider controls to help prevent staff from noncompliance with 

procurement practices by purchasing services without the appropriate 

procurement authority. Recommendation 2 
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Equality Impact Assessments 

3.2.7. Equality Impact Assessments are required as part of the procurement process 

and are the responsibility of the customer. The completion should be declared on 

the Request for Procurement Advice form; the procurement team do not review 

the equality impact assessment for completeness but do require the document to 

have been completed to enable them to progress the Request for Procurement 

Advice. Our review found they were not always completed despite procurement 

team chasing them up resulting in delays in the procurement process. Social 

Security Scotland is a diverse employer and systems and products that are 

being procured therefore need to meet the needs of Social Security Scotland 

workforce and external facing systems should meet customers’ needs. 

Recommendation 2 

Monitoring arrangements and scrutiny  

3.2.8. Our review found good practice where monthly reports, provided by the Finance 

team, were reviewed by the Procurement and Commercial Team to identify 

noncompliance with procurement procedures and to identify instances of spend 

where no contract is in place. These reports are initially screened for 

noncompliance by the MI Specialist and then circulated to senior managers in 

the Team for further analysis. 

 

3.2.9.  Our review found that the nature of the analysis performed by the MI Specialist 

was not documented which is a weakness as important checks and analysis 

could be missed e.g. 

•  identify multiple expenditure for similar items and / or with same company on 

the finance report and query why contract isn’t in place;  

• ensure that spend reported matched spend agreed in the contract; 

•  check whether all expenses have valid contracts, etc. Recommendation 3 

 

3.2.10. We were provided with an outcome of a review by the Procurement and 

Commercial Portfolio Manager which highlighted procurement issues and 

possible areas of noncompliance that were to be further investigated. However, 

issues and concerns identified as part of these reviews were not monitored for 



Internal Audit Report – Procurement  

23 

completion. A tracker should be considered when developing documented 

procedure for the MI Specialist. Recommendation 3 

 

3.2.11. Contract Managers are responsible for reporting delivered savings - for medium 

and high-level contracts quarterly and for low level contracts annually. Our 

review confirmed that an automated savings reporting form and a savings 

spreadsheet were in place and being utilised. However, when evaluating 

arrangements for validating the accuracy of the savings reported, we found that 

no arrangements were in place to review the accuracy of data being reported as 

part of these forms. Recommendation 3 

Lessons learned process and continuous improvement 

3.2.12. While the procurement strategy and the procurement annual report inform that 

lessons learned log is being utilised to drive improvements, our review of the 

lessons learned log found only three entries recorded. Lessons learned are now 

presented and discussed during team’s meetings and improvement action is 

considered. We note that while discussing lessons learned and improvement 

action during team meetings is good practice, in our opinion the team should 

continue to use the Lessons Learned Log to allow for audit trail and monitoring of 

corrective actions planned and taken.  

 

3.2.13. Outcomes of the low value / risk contract management feedback forms, currently 

in development, should also be tracked in the lessons learned register to show 

lessons learned themes and to track continuous improvement. 

 

3.2.14. We found inconsistencies in recording lessons learned in our sample selection – 

no lessons learned/issues were recorded for one of our samples tested. 

However, within the strategy under Market Analysis it was recognised that: 

 

• timescale for initial tender was too short.  

• timescale for delivery of photography (Images of People) was unachievable: 

extended the deadline from 31st March to 31st May and the Communications 

team assist with arranging models, dates, and locations for shoots, including 

getting consents/permissions. 

Recommendation 4 



Annex A Definition of Assurance and Recommendation Categories  

 

Assurance Levels 

 

Substantial Assurance 

Controls are robust and 

well managed 

Risk, governance and control procedures are effective in 

supporting the delivery of any related objectives. Any 

exposure to potential weakness is low and the materiality 

of any consequent risk is negligible. 

Reasonable Assurance 

Controls are adequate but 

require improvement 

 

Some improvements are required to enhance the 

adequacy and effectiveness of procedures. There are 

weaknesses in the risk, governance and/or control 

procedures in place but not of a significant nature. 

Limited Assurance 

Controls are developing 

but weak 

 

There are weaknesses in the current risk, governance 

and/or control procedures that either do, or could, affect 

the delivery of any related objectives. Exposure to the 

weaknesses identified is moderate and being mitigated. 

Insufficient Assurance 

Controls are not acceptable 

and have notable 

weaknesses 

 

There are significant weaknesses in the current risk, 

governance and/or control procedures, to the extent that 

the delivery of objectives is at risk. Exposure to the 

weaknesses identified is sizeable and requires urgent 

mitigating action. 

 

Recommendation Priority 

 

High Serious risk exposure or weakness requiring urgent 

consideration. 

Medium 
Moderate risk exposure or weakness with need to improve 

related controls. 

Low  
 

Relatively minor or housekeeping issue. 
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Annex B – Terms of Reference  

 

  

 

Directorate for Internal Audit and Assurance 

Directorate for Internal Audit and Assurance 

Issue Date: 5-05-2023 

Procurement  

Social Security Scotland 2023-24 

Internal Audit Terms of Reference  
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Key Audit Contacts 

Audit Year:  2023-24 

Client Accountable Officer: David Wallace 

Client Audit Contact(s): 

[REDACTED] – Head of Procurement and 

Commercial  

[REDACTED] – Senior Procurement and 

Commercial Manager 

[REDACTED] – Senior Procurement and 

Commercial Manager 

[REDACTED] – Management Information Lead  

Senior Internal Audit Manager: [REDACTED]  

Internal Audit Manager:  [REDACTED] 

Internal Auditor  [REDACTED] 

 

Estimated Reporting Timescale  

Fieldwork Starts: May 2023 

Fieldwork Ends: May 2023 

Draft Report Issued: June 2023  

Final Report Issued: July 2023  

Estimated Resource Days: 30 days  
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4. Introduction 

 

4.1. This internal audit review forms parts of our planned audit coverage agreed by the 

Accountable Officer and noted by the Audit and Assurance Committee on date 21 

March 2023. 

4.2. Social Security Scotland now has a more established procurement function, it is 

therefore appropriate to carry out a review of controls in place. This review will 

consider how budget management is aligned with procurement policies and 

procedures and evaluate whether policies and procedures are being followed at a 

local level. 

4.3. We met with [REDACTED] (Head of Procurement & Commercial), [REDACTED] 

(Senior Procurement and Commercial Manager), [REDACTED] (Senior 

Procurement and Commercial Manager) and [REDACTED] (Management 

Information Lead) to discuss relevant risks and agree the details of this review on 

17th April 2023.  

4.4. Our key risks below have been developed through these discussions, our review 

of the risk register and our knowledge of Social Security Scotland and its 

objectives.  

5. Scope 

5.1. To evaluate and report on the controls in place to manage the risk surrounding 

Social Security Scotland procurement arrangements.  

5.2. Remit Item 1 – Governance Arrangements 

Key Risks: 

• Lack of procurement strategy, policies and procedures that are aligned with 

appropriate procurement legislation and with Social Security Scotland 

strategic objectives and budget management leading to reputational damage 

and potential legal recourse.  
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• Insufficient controls in place to prevent spend being incurred without the 

appropriate procurement activities being completed. This includes e.g., 

equality impact assessment, data protection, cyber security, functionality 

assessment, value for money.  

• Lack of controls to prevent individuals acting outwith their delegated authority 

and lack of appropriate segregation of duties.  

• Ineffective management of current contract portfolio and future procurement 

needs.  

• Insufficient monitoring and reporting of accurate procurement spend and 

inability to identify noncompliance with procurement procedures and identify 

instances of spend where no contract is in place. 

 

5.3. Remit Item 2 – Roles, Responsibilities, Capability and Capacity 

Key Risks: 

• Lack of clarity of individual and collective staff roles and responsibilities in 

relation to procurement resulting in insufficient or inappropriate procurement 

and/or purchasing activity being undertaken. 

• Those responsible for purchasing/procurement across Social Security 

Scotland do not have the required resources, skills and experience leading to 

inappropriate or non-compliant actions being taken. 

 

5.4. Remit Item 3 – Risk Management 

Key Risks: 

•  Poor risk management, risk monitoring and failure to act on feedback and 

lessons learned.  
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6. Approach 

6.1. We will undertake the audit in compliance with the Internal Audit Charter and 

Memorandum of Understanding agreed between Internal Audit and Social 

Security Scotland.  

6.2. At the conclusion of the audit a customer satisfaction questionnaire will be 

issued to the main client audit contact. Internal Audit appreciate feedback and to 

facilitate continuous improvement, we would be grateful if you could complete 

and return the questionnaire.  

6.3. Client is reminded of our need for timely access to people and responsiveness to 

information requests, to enable the reporting timetable to be met. 

 

 


