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1. Introduction 

 

1.1. We are pleased to present the proposed Internal Audit Plan for 2025-26. This risk 

based plan has been developed to ensure it encompasses sufficient activity to 

allow us to provide an Annual Assurance Opinion on your governance, risk 

management and internal controls at the end of the year. For more details on the 

methodology for preparing this plan, please see Annex A.  

 

1.2. The plan will be subject to regular review throughout the year to ensure it remains 

current and reflects the changing risk environment. Based on our planning 

assumptions for 2025-26, we have the resources to deliver an adequate level of 

coverage to support the completion of the Annual Assurance Opinion. Our Internal 

Audit resource and availability across our wider client portfolio will be kept under 

review in-year. Any significant developments that may merit changes to the plan 

will be discussed and agreed with management and presented at the next Audit 

and Assurance Committee for comment.  

 

1.3. All Internal Audit activity will be carried out in line with the agreed Memorandum of 

Understanding, which is due to be refreshed and agreed with management. 

 

1.4. Internal Audit activities are also undertaken in relation to Shared Services and the 

outcomes taken into consideration in our overarching Annual Assurance Opinion. 

There is no additional fee for this. 

 

1.5. Through our integrated approach to our assurance we have fully engaged with the 

Digital Assurance Office (DAO) and Portfolio, Programme and Project Assurance 

(PPPA) teams to ensure that our planned activities are aligned and providing best 

value. We will continue to share relevant final outputs between our assurance 

teams. The Data Protection Officer and Head of the Counter Fraud Profession are 

also within the Directorate for Internal Audit and Assurance (DIAA) which provides 

access to these specialist resources for advice and guidance as required in-year. 

We have a co-source partnership with EY which Social Security Scotland has 

access to if any further specialist audit work is required. Separate fee and 
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charging arrangements apply for this work. EY support has not been deemed 

necessary based on current planning assumptions but this can be kept under 

review in-year, depending on client appetite and emerging risks, issues and 

opportunities. 

 

1.6. As part of our overall preparation for planning for all our clients we undertake a 

horizon scanning exercise. We have included information in Annex B to show the 

key areas of risk and assurance we have considered in preparing the annual plan. 

 

1.7. Finally, Annex C details the Audit Coverage over the past three years and the 

proposed coverage for 2025-2026. 
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2. Overview 

 

2.1. We have taken a risk based approach to annual planning for 2025-26. This has been 

achieved through a review of Social Security Scotland’s Strategic Risk Register 

(Annex D), prior years’ audit coverage (Annex C) and a range of horizon scanning 

risk sources (Annex B) to propose reviews that provide wide ranging assurance over 

the key risks faced by Social Security Scotland. 

 

2.2. This was also supplemented by discussions with senior management to identify 

additional operational areas and proposals. In the development of the Internal Audit 

Plan for 2025-26 (Section 3) we have set out the proposed activities to be 

undertaken, scheduling of these will be agreed with management once the plan is 

agreed.  

 

2.3. The delivery of the annual Internal Audit Plan will form the basis of the Annual 

Assurance Opinion for 2025-26. It will also be informed by:  

o attendance at Audit and Assurance Committee meetings; 

o regular engagement with senior leadership; 

o knowledge of the wider assurance landscape; and 

o the outcomes from reviews undertaken by the DAO and PPPA (if applicable). 
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3. 2025-26 Planned Activities 

3.1. Audit Activities 

Risk Reference (See Annex 
D Key Risk Register Extract) 

Risk Description Activity Title/Type/ Brief Scope Outline/ 

CR-001 – Workforce Planning 
and Organisational Design 

 

Social Security Scotland must be structured 
to deliver a service in the most cost effective 
and efficient way, ensuring that our 
workforce is deployed flexibly to meet 
business needs and is developed and 
supported to deliver services in line with our 
values.  Failure to manage our workforce in 
this way may lead to inefficient structures, 
processes and sub-optimal levels of 
productivity, leading to delays or errors in 
payment of benefits, undermining public 
confidence in the organisation and creating 
reputational damage with the public and 
stakeholders. 

Future Operating Model 
 
Social Security Scotland is continuing to develop and mature, 
changing its structure to meet future needs, this is a particular 
focus as Programme closure nears – the narrative on what that 
transition is going to be has changed over time. Activity needs to 
take place within a specific period (the next few months) with 
programme closure. This review will not be focussed on the 
transaction of moving the organisation from A to B but rather a 
review to challenge the changes being made to ensure the 
organisation develops into the right operating model. 
 

CR-002 – Fraud Social Security Scotland will be targeted by 
persons (both inside and outside our 
organisation, acting alone or in a group) 
who will seek to exploit vulnerabilities in our 
fraud defences for financial gain resulting in 
financial loss to the organisation, erosion of 
trust Scottish Citizens place in Social 
Security Scotland to administer funds 
responsibly, and potential for increased 
stigma associated with claiming assistance 
negatively impacting our clients. 

Overpayment Administration 
 
Overpayments are created by various teams across the 
organisation involved in benefit administration, including Client 
Services Delivery (including Client Experience) and Fraud and 
Error Reporting Unit.  

 
Guidance on how to administer overpayments has improved 
considerably in the last year but it has been suggested that 
inconsistencies in compliance exists leading to rework activity. 
Fieldwork would aim to aid understanding of where and how to 
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Risk Reference (See Annex 
D Key Risk Register Extract) 

Risk Description Activity Title/Type/ Brief Scope Outline/ 

focus efforts to improve and will consider risks and controls within 
the processes. 
 
Proactive Intelligence Development and Response (Advisory) 
 
Now the Fraud and Error Data Layer is live, advisory will support 
on understanding how to use this tool effectively, and ensuring 
that appropriate governance is in place, and that as more 
proactive activities become possible, how to prioritise etc.  
 

CR003a – Value for Money Social Security Scotland must demonstrate 
that its operations secure value for money, 
that we are operating economically, 
efficiently and effectively. Failure to 
demonstrate this may undermine public 
confidence in the organisation and lead to 
reputational damage and public and 
stakeholder criticism. 

Error Interventions 
 
This is an area that has not been subject to assurance activity 
previously. 

 
Focus would encompass the work of the Error Interventions team 
assessing controls, processes and policies in place to manage 
the activity of the team. It was suggested that this review would 
be particularly helpful with plans in place to build on the Error 
Interventions service offering for Disability and Low Income 
Benefits teams with the reduction of backlogs making way for 
other, high value activities within the team. 
 
Lease Management Review: Building Leases 
 
This would aim to review the management of building leases. 
Social Security Scotland would like to seek advice on the value 
for money aspects of the lease for 220 High St. A service level 
agreement also exists between Social Security Scotland and 
Scottish Government property which means Social Security 
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Risk Reference (See Annex 
D Key Risk Register Extract) 

Risk Description Activity Title/Type/ Brief Scope Outline/ 

Scotland pay for service that they may be undertaking 
themselves. 

 
Discussions are ongoing regarding a potential piece of advisory in 
the current financial year, any audit would follow on from this work 
and would not be duplication. 
 
Benefit Realisation (Advisory) 
 
A Change Management review has taken place previously but did 
not consider changes that had already been made and how 
efficiencies had been realised. This review would look to focus on 
the original intent of a completed change and what look to ensure 
efficiencies/savings/benefits have been realised and quantified off 
the back of this work. It was suggested this work would add most 
value as an advisory piece with a lot of activity ongoing in the 
benefit realisation space.  
 

CR003b – Financial 
Management 

Social Security Scotland must live within the 
Resource Spending Review settlement. This 
requires that we accurately forecast our 
future need and ensure, as far as possible, 
that areas spend in line with forecast. 
Where activity varies from forecast this may 
lead to reallocation of funding to support 
priority business activity at the expense of 
other areas, leading to a degradation of 
some Agency services with the potential to 
undermine parts or all of our services. 

Change Governance (Finance) 
 
A review of change governance with a focus on the Finance 
Team's oversight and capacity to ensure sufficient accountability, 
governance and risk control measures are in place and operating 
effectively with the upcoming of closure of Programme. 
 
Financial Systems and Controls 
 
Key financial controls review  
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Risk Reference (See Annex 
D Key Risk Register Extract) 

Risk Description Activity Title/Type/ Brief Scope Outline/ 

With the introduction of Oracle, the new finance system, financial 
processes have had to adapt. As such work will be undertaken to 
provide assurance in relation to the established processes. This 
review will be to assess the extent to which financial processes 
and systems in place are effective and efficient and determine if 
there are appropriate controls in order to minimise the risk of 
fraud and error, thereby reducing the risk of financial loss and 
reputational damage. 

 
The particular focus of our testing will be agreed with 
management through the audit planning process. 
 
 

CR-005 – Performance, 
Culture and Inclusion 

Social Security Scotland's success is 
dependent on its people. We must continue 
to develop our performance culture  in line 
with our values, being an inclusive service 
that delivers on the Charter to ensure we 
retain the confidence of clients and 
stakeholders. 

Workplace Accessibility for Employees 
 
Social Security Scotland must ensure it has the proper 
arrangements in place to support its diverse workforce, reducing 
impact and likelihood of collages being unable to carry out roles 
due to barriers.  

 
An Accessibility Strategy has been set up by the Agency and this 
review aims to assess if this revised approach, where 
accessibility is owned by the whole organisation after the 
disbandment of the Accessibility Team, is working effectively in 
practice. 
 
Programme Transition: Leadership and Culture (Advisory) 
 
It was felt that an advisory to make suggestions on how to 
support the transition of staff and perform mapping between the 2 
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Risk Reference (See Annex 
D Key Risk Register Extract) 

Risk Description Activity Title/Type/ Brief Scope Outline/ 

different organisations. This would allow the People Team to take 
this piece of work forward and join up the 2 ‘families’. 
 

CR-006 – Technology and 
Systems 

There is a risk that essential digital services 
may fail and as a consequence have an 
impact on our clients. This could range from 
minor inconvenience such as  information 
being temporary unavailable to more 
serious impacts such as late or missed 
payments or no digital access to outcome 
decisions. 
 
The digital estate was constructed iteratively 
as part of a multi-year programme, it 
contains significant technical debt and some 
tactical solutions.  Social Security Scotland 
will need to maintain a constant focus on the 
availability and sustainability of numerous 
technical components 

Batch Platform Governance 
 
Risks in relation to SPM and the overnight batch processes are 
known, however with anticipated increase in volume with the 
launch of Pension Age Winter Heating Payment in 2025/26, 
Social Security Scotland must ensure sound governance and risk 
management procedures are in place to manage theses risks and 
ensure sufficient action is taken to ensure the ongoing service 
delivery. 
 
 

CR-007 – Safeguarding  Social Security Scotland are viewed as 
responsible for serious harm of a client due 
to an under/over payment, inappropriate 
sharing of  data or in failing to recognise 
vulnerability and take appropriate action. 

Appointee/Personal Acting Body (PAB)/Corporate Acting 
Body (CAB) Process 
 
Highlighted by management as an area of growing concern and 
would encompasses arrangements for the setup, maintenance 
and termination of appointee and corporate/personal acting body 
arrangements for clients.  

 
The aim of this review would be to provide assurance over current 
arrangements and consider whether these are fit for purpose. 
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Risk Reference (See Annex 
D Key Risk Register Extract) 

Risk Description Activity Title/Type/ Brief Scope Outline/ 

CR-009 – Delivering for our 
Clients 

Acknowledging our growth and operational 
maturity we need to prioritise actions to 
sustain appropriate internal operational 
processes, systems, controls and 
performance levels to support delivery to 
our clients. If we do not, then we risk the 
reputation on which we rely to secure 
engagement with the public and 
stakeholders to deliver a public service. 

Client Services Delivery Compliance 
 
A continuation of the annual compliance audit to provide 
independent assessment of compliance with guidance and 
processes for the administration of Social Security Scotland's 
benefits. 

 
Through planning we will agree focus of our testing so as to 
ensure a risk based approach and focus on areas of priority. 
 
Aged Cases 
 
This review would aim to ensure processes are in place to handle 
aged cases. Aged cases are often more complex in nature and 
take longer to resolve as they often require input and guidance 
from other stakeholders outwith Client Services Delivery to reach 
resolution. This review would aim to evaluate ways of working 
when dealing with such applications and provide assurance that 
cases are being progressed effectively and clients are engaged in 
the process and understand the cause of delay. 
 
Carer Support Payment 
 
This audit would review the end to end process for the 
administration of Carers Support Payment to assess the 
processes and controls in place and provide assurance in relation 
to the efficiency and effectiveness of these. 
 
Winter Heating Payment 
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Risk Reference (See Annex 
D Key Risk Register Extract) 

Risk Description Activity Title/Type/ Brief Scope Outline/ 

This audit would review the end to end process for the 
administration of Winter Heating Payment to assess the 
processes and controls in place and provide assurance in relation 
to the efficiency and effectiveness of these. 

 
Whilst it should be noted that a previous review has been 
undertaken for Winter Heating Payment, this benefit has been 
noted by management as an area where further assurance would 
be beneficial 
 
Client Services Delivery Staff Absence Management 
 
Absence levels have been rising and are now at their highest 
levels since Social Security Scotland was created within Client 
Services Delivery. A review of staff absence practices would aim 
to highlight any unknow problem areas whilst evaluating the 
implementation of policies and support systems for staff to identify 
opportunities to enhance absence management arrangements 
within the division. 
 

CR-011 – Programme Closure Once Social Security Programme ends, 
Social Security Scotland must be in a 
position of full responsibility and 
accountability for its services and must have 
the right capability, capacity and funding to 
run, maintain and change those services. 
Without these elements in place Social 
Security Scotland will be at risk of not being 
able to monitor and maintain the current 
level of service over time. 

Transition Advisory Work 
 
Scope to be discussed and agreed with management. 
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Risk Reference (See Annex 
D Key Risk Register Extract) 

Risk Description Activity Title/Type/ Brief Scope Outline/ 

 
If this risk was to materialise there is also 
the likelihood of client service deteriorating 
over time as Social Security Scotland would 
not be able to carry out sufficient continuous 
improvement or prioritise, manage and 
implement change to ensure that client 
service can improve in line with 
organisational and ministerial priorities. 

CR-014 – Data Protection To ensure we use personal data 
appropriately and to protect them from 
harm, Social Security Scotland must comply 
with data protection legislation and policies. 
This includes considering how we will 
protect, use, share, store and delete the 
personal data of our clients and staff in 
everything we do. Non- compliance may 
result in distress or financial harm to our 
clients and staff because of unauthorised 
access, sharing or loss of personal data. In 
addition our clients’ and staffs’ experience, 
and their confidence in the organisation, 
would be diminished. As an organisation we 
could also see increased costs, 
inefficiencies, compensation, reputational 
damage and regulatory enforcement action 
including fines. 

Data Sharing 
 
Work is currently ongoing in relation to interest from local 
authorities that would like access to Social Security Scotland data 
– it was also noted that this is on the Cabinet Secretary’s mind – 
GDPR, Data protection and the Social Security Scotland Act 
provide a complex landscape to navigate. The use and sharing of 
data is also a key focus in relation to Public Sector Reform. 

 
It should be noted that data sharing/data governance was 
reviewed during 2024-25 however this review will not be 
duplication of this previous work. 
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Risk Reference (See Annex 
D Key Risk Register Extract) 

Risk Description Activity Title/Type/ Brief Scope Outline/ 

n/a Follow Ups Carrying out follow up work on agreed actions due for 
implementation during the audit year. 

n/a Stakeholder Engagement Ongoing engagement with senior management, the Corporate 
Assurance Team and other divisions as appropriate throughout 
the year 
Annual Planning 
Annual Assurance 

n/a Audit and Risk Committee Preparation of quarterly progress reports and other papers for 
each Audit Committee 
Quarterly pre-AAC meetings with senior management 
Private meetings with NXDs 
Attendance and participation at AACs 

 

3.2. 2025-26 Internal Audit Fee 

Cost (one off, daily rate etc.) Number of Days Total Estimated Costs 

£440 680 £299,200 

£440 Ad-hoc additional days if required will be 
subject to additional daily rate charges. 

To be confirmed if additional days 
required. 
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Annex A - Methodology  

 

• The overarching purpose of the Audit Plan is to establish a risk based prioritised list 

of audit activities for the audit client, that is appropriately aligned to their overall risk 

appetite, and to show the audit resources required to carry out the proposed level of 

coverage.  

• The approach is in line with the Internal Audit Charter and Strategy, provided below, 

it also complies with Public Sector Internal Audit Standards. To note the Global 

Internal Audit Standards come into effect as of 9 January 2025 and the public sector 

application note comes into effect from 1 April (Application Note Global Internal Audit 

Standards in the UK Public Sector (applicable from 1 April 2025)). 

Internal Audit guidance documents  

(updated versions will be provided throughout the year where appropriate) 

Internal Audit Charter 2025-26 
2024-25 Internal 

Audit Charter.pdf  

Internal Audit Strategy 2025-26 
Strategy is being refreshed to 

incorporate the wider elements of DIAA. 

 

• In developing the plan, we consulted with the Accountable Officer, members of the 

Audit and Assurance Committee and Senior Management. We also reviewed a 

variety of corporate information e.g. Corporate Plans, Risk Registers etc. Other 

strands of assurance and information were duly considered. The approach is 

intended to ensure we target our work at priority areas and complement other 

sources of assurance.  

https://www.cipfa.org/policy-and-guidance/standards/public-sector-internal-audit-standards
https://www.iasab.org/standards
https://www.iasab.org/standards
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Annex B – Risk Horizon Scanning  
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Annex C – Prior Three Years’ Audit Activity  

 

Review Title 
Description of Risk / Scope Audit Year 

2022-23 2023-24 2024-25 

Client Services 
Delivery 

Compliance 

Compliance audit to provide independent assessment of compliance 
with guidance and processes for the administration of Social 
Security Scotland's benefits. 

 
Assurance 

review 
 

REASONABLE 
 

 
Assurance 

review 
 

REASONABLE 
 

 
Assurance 

review 
 

TBC 
 

IT Supply 

This audit review focussed on the controls and processes in place in 
relation to IT supply arrangements in Social Security Scotland. The 
review also evaluated the processes for identifying IT needs, how 
equipment is sourced, 
the arrangements for setting up/building equipment to meet these 
needs and the controls in relation to assigning and distributing the 
equipment to new colleagues. 

Assurance 
review 

 
REASONABLE 

 

N/A N/A 

Debt Arrangements 

This review followed on from work undertaken in 2020/21 and 
focused on the processes for recording and calculating debt and 
how this is then managed going forward to ensure efficient and 
effective recovery of public funds. 

Assurance 
review 

 
REASONABLE 

N/A 

 
 

N/A  

Document 
Management 

This review reported on the controls in place to manage the risk 
surrounding Social Security Scotland’s Document Management 
arrangements to ensure appropriate governance, risk management 
and controls in place for the management of inbound and outbound 
documentary evidence obtained as part of the benefit administration 
and determination process. 

Assurance 
review 

 
REASONABLE 
 

 

N/A N/A 

Internal Controls - 
Post Award Controls 

To evaluate and report on the internal controls in place to manage 
the risk surrounding Social Security Scotland’s arrangements for 
post award activities and ongoing claims maintenance 

Assurance 
review 

LIMITED 
N/A N/A 



Internal Audit – Annual Audit Plan 2025-26 

19 

Review Title 
Description of Risk / Scope Audit Year 

2022-23 2023-24 2024-25 

SPM (Management 
Information and 

reporting) 

The scope of this review was to evaluate and report on the controls 
in place to manage the risk surrounding Social Security Scotland’s 
Management Information  
and Reporting arrangements. 

Assurance 
review 

 
LIMITED 

N/A N/A 

Cyber Security 
Governance 

The scope of this review was to evaluate and report on the controls 
in place to manage the risk surrounding Cyber Security Governance 
arrangements. 

Assurance 
review 

 
LIMITED 

N/A N/A 

Incident 
Management 

This review evaluated and reported on the controls in place to 
manage the risk surrounding Social Security Scotland’s Incident 
Management arrangements. 

Assurance 
review 

 
REASONABLE 

N/A N/A 

Client Experience – 
Disability and 

Carers Benefits Re-
determinations and 

Appeals 

This review focused on the arrangements for re-determinations and 
appeals in relation to the new disability and carer’s benefits (Child 
Disability Payment and Adult Disability Payment). 

Assurance 
review 

 
REASONABLE 

N/A N/A 

Clinical Governance 
Health and Social 

Care 

This review reported on the controls in place to manage the risk 
surrounding Social Security Scotland’s Health and Social Care 
Division with regards to Quality Assurance and Professional 
Supervision arrangements. 

Assurance 
review 

 
REASONABLE 

N/A N/A 

Staff Health and 
Safety/ 

Wellbeing 

To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s arrangements for staff health 
and safety and wellbeing. 

Assurance 
review 

 
SUBSTANTIAL 

N/A N/A 

Case Transfers 
The scope of this review was to evaluate and report on the controls 
in place to manage the risk surrounding Social Security Scotland’s 
Case Transfer arrangements.  

Assurance 
review 

 
LIMITED 

N/A N/A 
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Review Title 
Description of Risk / Scope Audit Year 

2022-23 2023-24 2024-25 

Local Delivery 

This review considered the governance arrangements, including 
consideration of clear roles and responsibilities, lines of authority 
and accountability, clear policy, guidance and oversight along with 
the systems, processes and controls which have been developed for 
the management, administration and delivery of the Local Delivery 
service. 

Assurance 
review 

 
REASONABLE 

 

N/A N/A 

Outstanding 
Recommendations 

A review of Quality Assurance activities being undertaken within the 
various divisions of Social Security Scotland, and highlighting the 
wider risks if action is taken to lower the priority of progressing the 
implementation of a Corporate Quality Assurance Framework. 

Advisory   

Workforce Planning 

Reviewing the new and emerging workforce planning risks and 
assessing whether they have been appropriately captured, 
understood, and are reflected in the activities being planned and 
undertaken and provide an assessment of whether current activities 
are sufficient and on track and likely to deliver the desired outcomes. 
Also considered the wider organisation and its understanding of the 
enhanced recruitment controls and what that means for their division 
and their readiness to deal with emerging risks. 

Advisory   

Winter Heating 
Payment 

To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s Winter Heating Payment 
arrangements. 

N/A 

Assurance 
review 

 
REASONABLE 

N/A 

Procurement 
To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s procurement arrangements. 

N/A 

Assurance 
review 

 
REASONABLE 

N/A 

Integration Space 
To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s Integration Platform and 
arrangements for developing and implementing new integration. 

N/A 

Assurance 
review 

 
SUBSTANTIAL 

N/A 
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Review Title 
Description of Risk / Scope Audit Year 

2022-23 2023-24 2024-25 

Safeguarding 
To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s safeguarding arrangements. 

N/A 

Assurance 
review 

 
LIMITED 

N/A 

Review of Internal 
controls - Top Error 

Trends 

To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s Internal Control 
arrangements, focussing on the top error trends which had been 
identified by Social Security Scotland. 

N/A 

Assurance 
review 

 
LIMITED 

N/A 

Child Disability 
Payment - In-depth 

To provide an in-depth review of the actions taken and assess the 
effectiveness of the revised processes and controls in place for the 
delivery of Child Disability Payment. 

N/A 
Assurance 

review 
LIMITED 

N/A 

Continuous 
Improvement 

To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s continuous improvement  
arrangements. 

N/A 

Assurance 
review 

 
LIMITED 

N/A 

Risk Management 

To evaluate and report on Social Security Scotland’s Strategic Risk 
Management arrangements, the controls in place to identify, record, 
manage/mitigate and report on risks facing the organisation along 
with the arrangements for management of issues. 

N/A 

Assurance 
review 

 
REASONABLE 

N/A 

Case Discussions 
To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s arrangements for 
undertaking Case Discussions. 

N/A 

Assurance 
review 

 
REASONABLE 

N/A 

Adult Disability 
Payment 

This review focussed on new claims for Adult Disability Payment, 
including cases following the Special Rules for Terminal Illness 
process, and considered the work of Client Services Delivery and 
Health and Social Care colleagues.  

N/A 

Assurance 
review 

 
LIMITED 

N/A 

Corporate 
Transformation and 

To evaluate and report on the controls in place to manage the risk 
surrounding Corporate Transformation and Estates Management 
arrangements. The review focussed on readiness for the transition 

N/A 
Assurance 

review 
 

N/A 
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Review Title 
Description of Risk / Scope Audit Year 

2022-23 2023-24 2024-25 

Estates 
Management 

to the new Oracle Cloud ERP and the effectiveness of the 
organisation’s estate management arrangements to ensure effective 
governance, risk management and control are in place. 

REASONABLE 
 

Role Based Access 
Controls 

This review evaluated the controls in place to manage the risk 
surrounding Role Based Access controls for systems utilised by 
Social Security Scotland, whilst considering the overarching strategy 
and approach for role-based system access controls across all 
systems.  

N/A 

Assurance 
review 

 
LIMITED 

N/A 

Governance 
To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s Governance arrangements. 

N/A 

Assurance 
review 

 
REASONABLE 

N/A 

Client Services 
Delivery Quality 

Checking 

Through our advisory we aimed to support management and provide 
challenge to the proposed ways of working. This included provision 
of feedback on approach, scrutiny of options for how work 
undertaken and decision making, considering any gaps in approach, 
etc. 

 Advisory  

Measurement/estim
ation of fraud and 

error 

Social Security Scotland is developing a means for estimating the 
monetary value of fraud and error. This advisory work sought to 
support management and provide scrutiny and challenge of the 
processes being established and the tools in place to support this 
activity. 

 Advisory  

Mailroom 

To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s mailroom arrangements to 
ensure there is appropriate governance, risk management and 
controls in place for the management of inbound and outbound mail. 

N/A N/A 

Assurance 
review 

 
LIMITED 

Data Sharing and 
Data Governance 

To evaluate and report on the controls in place in relation to Data 
Sharing and Data Governance to ensure there is appropriate  
governance, risk management and controls in place. 

N/A N/A 
Assurance 

review 
LIMITED 
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Description of Risk / Scope Audit Year 

2022-23 2023-24 2024-25 

Electronic Purchase 
Card Usage 

To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s ePC processes and spend.  

N/A N/A 

Assurance 
review 

 
REASONABLE 

GP Payments 

The scope of this review was to evaluate and report on the controls 
in place in relation to payments to GPs and third sector 
organisations to ensure there is appropriate governance, risk 
management and controls in place. 

N/A N/A 

Assurance 
review 

 
LIMITED 

Learning and 
Development 

To evaluate and report on the controls established in relation to 
Social Security Scotland’s learning and development arrangements 
for external training provision to ensure there is appropriate 
governance, risk management and controls in place. 

N/A N/A 

Assurance 
review 

 
REASONABLE 

Complaints 
To assess and provide assurance on Social Security Scotland’s 
complaints administration process including how complaints are 
handled from clients, MPs, MSPs and other stakeholders. 

N/A N/A 

Assurance 
review 

 
REASONABLE 

Performance 
Management 

To evaluate and report on the controls in place across the 
organisation in relation to performance management arrangements 
to ensure there is appropriate governance, risk management and 
controls in place. 

N/A N/A 

Assurance 
review 

 
TBC 

Business Continuity 
Resilience 

To provide assurance over the current arrangements for Business 
Continuity Resilience across the organisation and whether these are 
fit for current need and future needs once Programme has ended. 

N/A N/A 

Assurance 
review 

 
TBC 

Recruitment 
To report on the controls in place to manage the risk surrounding 
Social Security Scotland’s recruitment arrangements. 

N/A N/A 

Assurance 
review 

 
TBC 

Quality 
To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s quality arrangements. 

N/A N/A 
Assurance 

review 
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Description of Risk / Scope Audit Year 

2022-23 2023-24 2024-25 

TBC 

Case Reviews - 
Scheduled and 
Unscheduled 

To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s arrangements for Case 
Reviews – Scheduled and Unscheduled. 

N/A N/A 

Assurance 
review 

 
TBC 

Automation in 
Benefit 

Administration 

To evaluate and report on the controls in place to manage the risk 
surrounding Social Security Scotland’s Automation in benefits 
Administration arrangements to ensure there is appropriate 
governance, risk management and controls in place.   

N/A N/A 

Assurance 
review 

 
TBC 

Transition - 
Programme Closure 

This review will focus on Social Security Scotland and its readiness 
for transition and Programme Closure, the governance in relation to 
transition, the capacity and capability of Social Security Scotland to 
take on the products once transitioned, resourcing, finance and 
funding of products once transitioned and provide a view as to how 
Programme Closure is being considered across the organisation. 

N/A N/A 

Assurance 
review 

 
TBC 

VFM - Fiscal 
Sustainability - 

Change - Savings 
Work 

This review aims to report on the controls in place to manage the 
risk surrounding Social Security Scotland’s arrangements for 
ascertaining if it is delivering value for money and provide assurance 
that effective actions are being taken in relation to fiscal 
sustainability and progressing changes to achieve planned savings. 

N/A N/A 

Assurance 
review 

 
TBC 

Governance – 
Sponsorship 

Arrangements 

This review aims to focus on the governance arrangements in place 
between Social Security Scotland and the Scottish Government to 
ensure that these are efficient and effective. 

N/A N/A 

Assurance 
review 

 
Deferred to 

2025-26 Audit 
Plan 

Budget Setting 
Assumptions 

Advisory review in relation to the methodology employed to derive 
the assumptions on which Social Security Scotland’s budget is then 
based and any activity to validate these assumptions. 
 

  Advisory 
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2022-23 2023-24 2024-25 

Examples of what we considered are workforce numbers, resource 
needs across the agency and how this is this linked to delivery 
priorities 
 
We also considered plans in place for delivery to achieve the 
budgeted assumptions and how this is being managed / monitored, 
etc. 

External 
Stakeholder 

Relations 

This review will consider whether or not Social Security Scotland is 
ready to lead on relationship management with the Department for 
Work and Pensions (DWP) and other government departments.  

 
It should be noted that this activity is not currently the responsibility 
of Social Security Scotland but management will need to be clear on 
their role now and in the future and ensure they are informed and 
have the technical and resource capacity to lead on this in the 
future.  
 
The Devolution Programme in the DWP currently is linked with 
colleagues in Social Security Directorate, to discuss delivery of the 
Programme, but such engagement will need to continue beyond the 
life of the SSD as it currently exists. 
 
As such we will consider what management are doing to map out 
what resource, capacity and capability will be needed for this in the 
future and how is this being embedded in the Agency. 

  

This advisory did 
not take place as 
activity had not 

yet progressed to 
a stage where 
advisory input 

would have 
added value. 

 


