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1. Background

1.1. The following update for Audit and Assurance Committee covers the period
November 2024 to January 2025

2. Key points

2.1. The strategic risk register was reviewed over December 2024 and January
2025

2.2. The slides presented alongside this paper show all the changes made to the
register but the following points are worth highlighting:

e CR-001 Workforce planning and organisational design:

o After reviewing the current controls it was agreed by risk owner and
action owners that the control confidence on this risk has increased to
reasonable from limited. The target score was aligned to the tolerance
threshold and achieved. As a result of growing confidence this risk has
moved from treat to tolerate and will be reviewed quarterly for any
changes. A full review of the risk will be undertaken at the start of the
next financial year.

¢ CR-015 Mailroom:

o This risk has seen significant project improvements and the score of
the risk has decreased from 25 to 12. After review the inherent score
was also reduced from 25 to 20 as without further control applied (pre-
review) it was felt that the risk was less likely to materialise. The risk
has reached its target score, however control confidence needs to
improve before this risk can be considered for de-escalation. It is
expected that another review will take place in March 2025 and de-
escalation will be considered at that time.

2.3. The other risks remain static in regards to their residual score due the tactical
nature of the current controls not providing sufficient confidence in the risk
being managed. As more strategic solutions roll out there is expected to be
improvements across the strategic risk profile.

2.4. Target scores were aligned to risk tolerance thresholds, although there remains
some outliers to be reviewed between January and March 2025. However, CR-
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006 (Technology and Systems) will retain a target score below the current
tolerance thresholds and the appetite and tolerance for this type of risk will be
reviewed in April 2025.

2.5. The Director General Communities has created a risk on their register in
relation to the reputational and fraud exposure to the Scottish Government as a
result of fraud and error in the social security system. This follows a request
from the Permanent Secretary as he would like to ensure that the Scottish
Government is doing everything it can to support Social Security Scotland with
identification and management of fraud. As this is not an escalation of a risk by
Social Security Scotland, the articulation of the risk is drafted from an SG
perspective (See Annex A below for risk description).

2.6. We are finalising the revised risk framework and this will include how risk can
be escalated to the Director General Community through Audit and Assurance
Committee and Executive Advisory Board. This is a new addition to previous
versions of the framework.

2.7. Executive Team were presented with their first quarterly update in November
2024 and their next update was provided on 28™ January 2025.

3. Conclusions

3.1. The risk management team requests feedback on the review undertaken and
welcomes any recommendations from the Committee.
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Annex A- Director General Community Fraud Risk
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