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Overall Social Security Scotland Risk Profile

Risk Appetite [Inherent Residual Score Change| Target Score |Gap to target Control Confidence Promml'gﬂto I; r)get Date Date to target score

Risk Description omhs
ICR-001 Workforce Planning Medium 20 12 & 1219 - Reasonable - Tolerate
ICR-002 Fraud Very Low 25 20 & 15 5 Limited 52 Apr-29
CR-003a Value For Money Low 20 i 8 4 Limited 2 Mar-25
ICR-003b Financial Management Low 25 20 &> 10 5 Substantial 3 Apr-25
CR-004 Quality Low 25 20 &> 154> 5 Limited 2 Mar-25

. Medium g 12 & 121 0 Limited 2 Mar-25
ICR-005 Performance, Culture and Inclusion
ICR-006 Technology and Systems Medium &> 94> 3 Limited 11 Dec-25
ICR-007 Safeguarding Very Low &> 8¢ 8 Limited 7 Aug-25
ICR-008 Business Resilience Very Low &~ 156> 5 Reasonable 16 May-26
ICR-009 Delivering For Clients Low & 104> 10 Limited 11 Dec-25
ICR-010 Cyber Security Very Low & 15¢> 5 Limited 7 Aug-25
CR-011 Programme Closure Low © 156> 10 3 Apr-25
ICR-012 Management Information and Performance Low PN 124 3 Limited 14 Mar-26

Data)

ICR-013 Protective Security Very Low &> 104 10 Limited 15 Apr-26
ICR-014 Data Protection Very Low &> 1217 4 Limited 17 Jun-26
ICR-015 Mailroom Low N2 124 0 Limited 2 Mar-25




Risk Appetite
Rankings

Very Low

Avoidance of risk and
uncertainty in
achievement of key
deliverables or
initiatives is a key
objective.

Activities undertaken
will only be those
considered to carry
virtually no inherent
risk

Risk appetite descriptors

Preference for very
safe business delivery
options that have a low
degree of inherent risk
with the potential for
benefit/return not a key
driver.

Activities will only be
undertaken where they
have a low degree of
inherent risk

Preference for safe options
that have low degree of
inherent risk and only
limited potential for benefit.

Willing to tolerate a degree
of risk in selecting which
activities to undertake to
achieve key deliverables or
initiatives, where we have
identified scope to achieve
significant benefit and/or
realise an opportunity.

Activities undertaken may
carry a high degree of
inherent risk that is
deemed controllable to a
large extent

High

Willing to consider all
options and choose one
most likely to result in
successful delivery while
providing an acceptable
level of benefit.

Seek to achieve a balance
between a high likelihood of
successful delivery and a
high degree of benefit and
value for money.

Activities themselves may
potentially carry, or
contribute to, a high degree
of residual risk.

Very High

Eager (or required) to be
innovative and to choose
options based on maximising
opportunities and potential
higher benefit even if those
activities carry a very high
residual risk.




Risk Heat Maps- Current vs Target Score
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CR-001 Workforce planning and organisational design

Inherent Residual Target Risk Control

Risk Score Risk Score | Risk Score Appetite Confidence

CR-001 20 126 121 Medium Reasonable Tolerate

CR-001 reviewed 16/12/24:

* Target score was increased. Control confidence has increased from “limited” to “reasonable”. This risk has moved from treat to tolerate and will be
reviewed on a quarterly basis to align with Executive Team and Audit and Assurance Committee updates. Agreed by risk owner and action owner.

Controls

» Corrective

* Budget approach agreed with Workforce Planning 24/25- lessons learned are being used from previous years.

Directive

* HR Business Partners will be more involved with Deputy Directors (both support and challenge) to ensure decision are based on priorities.

* Combining joint finance and workforce analytic data packs for Deputy Director’s and Senior Leadership Team's to give greater oversight to their staffing
and budgetary positions.

* Published the Staffing Principles.

Planned Action- Update

Nov-Jan 2025

Activities that will inform and support an Action Plan:

e Approach to Performance completion phase 1/commencement phase 2

* Recruitment Controls, Staffing Principles and Workforce Design Principles

* New Future Workforce and Budget Committee

* Oracle Cloud Position Management

e Strategic Workforce Plan

e Future Service Delivery Model Implementation controls




CR-001 Workforce planning and organisational design

m Planned Action

March 2025 Quarterly review risk- any key changes to be logged and if risk is
moved from tolerate to treat.




CR-002- Fraud

Inherent Residual Target Risk Control

Risk Score Risk Score | Risk Score Appetite Confidence

CR-002 25 20 15 Very Low Limited April 2029

CR-002 Reviewed on 14/01/2025:

* No change to risk profile, but controls were refreshed.

Controls:

Corrective:

* Counter fraud function in place, with appropriately trained specialist colleagues.

Detective:

* Pro-active data analysis with investigative and corrective function in place.

* Counter fraud function in place, with appropriately trained specialist colleagues

* Public fraud reporting line in place and open.

Directive

* Fraud Awareness sessions are a mandatory part of induction learning.

Preventative:

* Fraud and Error Subject Matter Experts have been involved in development of delivered benefits and associated processes where advice on
appropriate controls to mitigate against fraud risk suggested.

* Risk Analysis and Control Officers are fully integrated within CSD Operational sites providing bespoke support in cases where fraud and/or error doubt
has arisen.

* Fraud Champion network which empowers Operational colleagues to support each other and provides a “direct line” to the Risk Analysis and Control
team.

* BPSS check (or higher level of National Security Vetting depending on role) for all new colleagues joining the organisation.

Planned Action- Update
* No update



CR-002 Fraud

m Planned Action

January to Improvements to Data Layer
March 2026




CR-003a- Value for money

Inherent Residual Target Risk Control

Risk Score Risk Score | Risk Score Appetite Confidence

CR-0033 12 8 Low Limited

CR-003a Reviewed on 21/01/25: this risk is to be re-identified for reporting year 2025-26.




CR-003b- Financial management

Inherent Residual Target Risk Risk Control

Risk Score Risk Score Score Appetite Confidence

CR-003b 10V Low Substantial

CR-003b Reviewed on 21/01/25: during review the target score was decreased from 15 (5x3) to 10 (5x2). It was determined that currently the impact would
not be less than 5 and therefore the new target score is the lowest to achieve at this time. Controls remain at substantial as the agency has strong
controls in place.

Controls

Corrective:

* Finance and Investment Forum reviews all business cases for existing renewal or new developments.

* Link to financial and business plan.

Detective:

* Regular monitoring and reporting of in-year financial position (monthly basis).

Directive:

* Financial Planning Function in place with a mid-term financial plan prepared and regularly updated (quarterly basis).
Preventative:

* Close working with Scottish Government Finance colleagues on arrangement for resource spending reviews (annual cycle as linked to budget).
* Close working between Finance and Workforce Planning colleagues and analysts- workforce plans and staffing requirements (monthly basis).
* Submission of robust data and evidence to centre to support request for budget

Planned Action- Update

* April 2025- risk to be re-assessed for 2025-26 financial allocation and business planning.




CR-003b- Financial Management

m Planned Action

April 2025 April 2025- risk to be re-assessed for 2025-26 financial allocation
and business planning.




CR-004- Quality

Inherent Residual Target Risk Control

Risk Score Risk Score | Risk Score Appetite Confidence

CR-004 256 20 156 Low Limited March 25

CR-004 Reviewed on 14/11/2024

* No overall change to this risk. Key review date retained for March 2025 to re-assess the risk at the end of financial year. Note on target score
misalignment: currently difficult to see a target score lower at this time (November 2024). Quality assurance is not currently agency wide and
therefore currently difficult to see it below this level. The risk initially focused on Client Service Delivery and now the scope has moved beyond that to
other areas.

Controls

Corrective:

¢ Latest systems releases: Mandatory classification on all over and under payments; this produces automated management information for official error

vs client error and routine maintenance.

eFunctionality on unapplied deductions for payment correction cases

*Quality strategy of all benefits

Detective:

eOrganisational Improvement Team discuss the errors monthly.

Directive:

eError Control Strategy for the Agency is in place.

Preventative:

eCarers Support and Winter Heating Payments quality data base and checking sheets have been launched.

¢ Auto Suspension from Date of Death to reduce over payments.

eQuality strategy of all benefits.

Planned Action- Update

Nov-Jan 2025

* October Release- Auto Suspension from Date of Death should reduce over payments (October 2024).- New preventative control added- removes

manual intervention- Stops overpayment occurring or getting any worse. Resource benefits being felt.




CR-004- Quality

m Planned Action

March 2025 Key review as end of target score date.




CR-005- Performance, culture and inclusion

Inherent Residual Target Risk Control

Risk Score Risk Score | Risk Score Appetite Confidence

CR-005 9 12 127 Medium Limited March 25

CR-005 Reviewed on 12/12/2025

Risk to be reviewed in March 2025 to re-assess the threat now that the People Plan has been published. Target score increased from 6 to 12. Culture

Piece to be added- implementing the Civil Service behaviour for Line Managers and approach laid out in the People Plan (published December 2024).

Controls

Corrective

* Targeting and attracting under-represented groups in recruitment exercises- specific work around youth employment and minority groups. Job
advertisements advertised in those areas accessible to these groups.

* Internal equality network has been reviewed and is in place (network provides peer support, raises awareness across protected characteristics,
supporting enabling teams to fulfil the organisations equalities obligations and embed intelligent kindness and culture activity across the organisation.

* Detective

* Some manual reasonable adjustments in place, for example additional colleague support, where IT solutions are unavailable. Work has been
undertaken to address what individuals need to undertake their jobs (accessibility work)- this is still on-going.

* Directive

* Revised EQIA process and guidance is now on Saltire.

* Preventative

* Monitoring and act on Diversity data- client data and internal colleague data

* Procurement processes amended to ensure preferred tender applications demonstrate WCAG 2.1 AA compliance ahead of contract award (there are
stipulations for undue burdens etc).

Planned Action- Update

Nov-Jan 2025

* Performance Forum has been established- Executive Team sub-group. This forum meets monthly to discuss balance score and performance (review
January 2025).

* Accessibility team in place to offer live support for impacted colleagues, reducing impact on their inability to carry out roles due to barriers, escalate
technical issues for prioritisation on single prioritised backlog- Removed from controls. To be reviewed March 2025.

Increasing the accessibility of the recruitment process- to be reviewed March 2025



CR-005- Performance, culture and inclusion

m Planned Action

January 2025 Review of Performance forum impact on risk.

March 2025 Review of accessibility team.
March 2025 Review of accessibility improvements to the recruitment
process.

March 2025 Key review as end of target score date.




CR-006- Technology and systems

Risk ID Inherent Residual Target Risk Risk Control Target Score
Risk Score Risk Score Score Appetite Confidence Date
CR-006 166 126 Medium Limited December 25

CR-006 Reviewed on 13/11/24

* No changes to inherent or residual risk score as there is too much activity underway and in flight to give a stable picture and CDO do not have full
control of potential work ahead (e.g. future benefit launches). Overall, the service has been stable across 2024 and where incidents do occur this is
normally in relation to releases. Target score- to be retained at 9. All agreed it was unreasonable to accept an impact of 4 or above for this risk within a
public service. Target date- amended but a full review to be taken in May 2025 on the Digital Maturity Assessment.

Controls

Corrective

* Tracking of technical debt (size and estimated value)- Digital Maturity exercise with provide recommendations for improvements in tracking technical
debt.

* Tracking the life cycle of technology applications with a view to future upgrades and/or replacement.

* Live service monitoring and service management, including the ability to record and track faults, defects and system availability (help desk).

* Backup and disaster recovery arrangements in place.

Preventative

* [Redacted]

* [Redacted]

* Tracking the life cycle of technology applications with a view to future upgrades and/or replacement systems.

» Significant digital competence and capability

Planned Action- Update

Nov-Jan 2025

Key review dates:

* March 2025 Digital Maturity Assessment and Investment appraisal delivered.

* April 2025 Budget Allocation

* May 2025- Review of Digital Maturity Assessment.




CR-006- Technology and systems

m Planned Action

March 2025  Digital Maturity Assessment and Investment appraisal delivered.
April 2025 Budget Allocation
May 2025 Review of Digital Maturity Assessment.




CR-007- Safeguarding

Inherent Residual Target Risk Control

Risk Score Risk Score | Risk Score Appetite Confidence

CR-007 20 16 8v Very Low Limited August 25

CR-007 Reviewed on 08/11/24
. Target score decreased from 12 to 8. No change to risk score- controls are currently in place but their efficiency and strength are dependent on on-
going and future planned activity (including broadening responsibility for safeguarding across the organisation and improvements to current tactical
solution to use PP-CM systems (Protection Case Management system). Once strengthened these controls are expected to reduce the likelihood of
the risk materialising.
Controls
Corrective
* The Safeguarding Team assess any reported potential risks of harm for a client as quickly as possible and make onward referrals to other organisations,
such as the relevant local authority, as appropriate.
Detective
* Quality Support Team within Client Services Delivery.
* Randomised audit in place- samples random cases from the safeguarding system and is looked at alongside escalated cases (most complex cases;
e.g. high value payments, addiction services, child protection).
Directive
* Social Security Scotland has set up a group of health and social care staff that includes registered professionals, e.g. social workers who have previous
experience in handling cases which involves child and adult protection.
* Referrals are made to the safeguarding team via the Public Protection Case Management (PP-CM) system. Guidance and procedures are in place to
support client facing colleagues to raise safeguarding concerns via PP-CM.
* Implementation of regulations (16th January 2024) increased responsibility to organisation- defined legislative responsibility in safeguarding.
* Preventative
* Dedicated team in place managing safeguarding of professionals (qualified team).
Planned Action- Update
Nov-Jan 2025
* Key Date- March 2025- Discovery complete- next phase to progress from here (Review risk at this date).




CR-007- Safeguarding

m Planned Action

March 2025 Safeguarding project discovery completion- review next steps.




CR-008- Business resilience

Inherent Residual Target Risk Control

Risk Score Risk Score | Risk Score Appetite Confidence

CR-008 256 20 15 Very Low Reasonable May 2026

CR-008 Reviewed on 17/12/24

Culture and awareness keeps this risk scoring at 20, the maturity of the system needs to be improved before this can move in the right direction. The controls are good and
reasonable, but the questions remain on culture.

Controls

Planned Action- Update
Nov-Jan 2025

Incident management framework (Preventative).

Business continuity framework (Preventative).

Contingency plans for specific events (e.g. industrial action) (Corrective).

30 Business Continuity plans have been exercised (Corrective).

Quarterly call with Scottish Government Security and Business Continuity programme delivery board around horizon scanning to identify security and business continuity threats. An
additional weekly horizon scan report is sent over to Business Resilience. Preventative).

Established incident management planning group. (Corrective).

Exercises

Bi-annual exercise programme for all business continuity plans across the organisation that all business continuity teams attend (Preventative).

Two corporate exercises- which can include Executive Team level for at least one exercise (e.g. two cyber security exercises were run during 2023-2024)- (Preventative).
Training

Three members of Business Resilience team have Business Continuity Institute qualification and provide subject matter expertise (Directive).

Business Resilience team have delivered training to all business continuity teams across the organisation (Directive).

Business Resilience team attend regular seminars and events across Scottish Government and through the Business Continuity Institute (Directive).

Media training for Executive Teams completed July 2024 (Directive).

Business Resilience team raise awareness throughout the year on business continuity through on-line events and communication activity (e.g. newsletters and line manager
cascades)- (Directive).

Awareness also raised through the business continuity network meetings (quarterly) with the teams in place across the organisation (Directive).

Annual Business Continuity and Resilience week- participating in global initiative to raise awareness (Directive).

Annual review of the Business Continuity Management System by senior leaders within the organisation; Executive Team are provided with output (Corrective).

Business resilience team are members of cross government (SG and UK Government) networks (on-going) (Directive).

Internal Audit review- fieldwork has now commenced.
Multi-agency exercise led by business resilience and facilitated by Police Scotland — scheduled for 11th of October- Completed.

Officer in Charge (OIC) review paper to be taken to Executive Team — Approved by Exec Team. Work is ongoing with HR business partners.
Service Design Recommendations are being progressed by project lead - still ongoi




CR-008- Business resilience

m Planned Action

February 2025 Changes to Business Resilience terminology.

February 2025 Large scale mailroom exercise.




CR-009- Delivering for our clients

Risk ID Inherent Risk | Residual Risk | Target Risk | Risk Appetite Control Target Score
Score

Confidence Date

CR-009 10 Low Limited December 25

CR-009 Reviewed on 25/11/24

* No changes to risk profile, but key progress being made. Timeline has been established, and risk will continue to be reviewed monthly to determine control strengths
and improvements.

Controls

Assurance for Business as Usual

* Quality Strategy- post payment checks and feedback loop in place (Corrective).

Measurements of performance (Performance Pack)- what does this tell us?

* Balance scorecard, Performance Forum (provides a note to ET highlighting the current issues and responses to issues); Weekly Dashboards for the Chief Exec and
CabSec showing performance across a range of measures (productivity, clearance times, telephony weight times etc); Performance forum -The approach to
performance allows us to make the corrective action based on weekly dashboards- for client experience what happened last week and how can we improve that.
Weekly dashboards helpful for deployment for teams at an operational level. Level of discussion and feedback from the Performance forum to be captured-
(Corrective).

Feedback

* Appeals and Re-determination Forum (inc. Policy and legal)- audit of decision to track and support changes.[Redacted] (Corrective).

Planned Action- Update

Nov-Jan 2025

Delivery Plan Initiatives:

* Concluded phase 1 of mailroom and notification with a host of improvements for staff, clients and financially. Phase 2 will look at “what else can be done”. Update-
Improvements are now being embedded and delivered into live with a rolling programme of work taking place next financial year (prioritisation work).

* Discovery activity in progressing- Safeguarding now concluded - outputs well received with commitment from Executive Team to continue further detailed impacting
over the remainder of financial year. Local Services- Now concluded - being presented to Executive Team.

Operational Delivery improvements- Update- Now approved — [Redacted]
[Redacted]




CR-009- Delivering for our clients

m Planned Action

February 2025 Main Release 1 2025 Technical Release — Range of improvements and changes

March 2025

March 2025
March 2025

March 2025

April 2025

spanning predominately Pension Age Disability Payment, Scottish Adult Disability
Living Allowance and Low-Income Benefits (LIB) including additional automated
processes across LIB Benefits.

Expansion of current automation across systems to reduce error and improve
processing times for Adult Disability Payment, Scottish Child Payment, Best Start
Grant, Best Start Food, and Child Disability Payment.

Improvements to telephony and webchat communications with clients.

Pilot testing a new workforce management tool which will automate our most time-
consuming planning and scheduling tasks bringing efficiencies and ensuring our
colleagues are in the right place at the right time for our clients.

Improvements and enhancements for clients include increasing the accessibility of
our booking tool and implementing a more accessible approach to identification and
verification.

Review risk and timeline to December 2025 (target date for control).




CR-010- Cyber security

Inherent Residual Target Risk Control

Risk Score Risk Score | Risk Score Appetite Confidence

CR-010 25 20© 15© Very Low Limited August 25

CR-0010 Reviewed on 13/11/24- no change to risk profile. Key dates have been established for review.

Controls

Corrective

* Vulnerability management processes enable vulnerabilities to be identified and remediated on a scheduled basis.

* Eventlogging, monitoring, alerting, and investigating is continually undertaken to identify and resolve any suspicious activity related to cyber security.

* Security assessments of key suppliers and/or systems are being completed on a prioritised basis with risks identified and action plans agreed (new October 2024).

Detective

* Threat intelligence tools are used to identify new or emerging threats and to inform the selection and configuration of protective controls and activities.

* Incidentresponse plans are defined and regularly exercised.

* Technical environments monitored by a range of tools and software services.

Directive

* Aframework of policies ensures that information and cyber security standards are defined and can be used as the basis for maintaining the organisation’s cyber resilience.

» Standardised risk management processes are conducted to define the security risks associated with new systems, initiatives, services, and procurements.

* Regular collaboration occurs with the UK’s National Cyber Security Centre (NCSC) and the Scottish Government’s Cyber Resilience Unit.

Preventative

* [Redacted]

* Anupdated product security checklist has been developed in conjunction with Procurement and will be included in all relevant procurements to conduct security assessments
(Preventative).

* Technical protective security controls are applied to the digital estate in line with industry best practice and cyber security frameworks.

* Regular security assurance activities are undertaken on all Programme releases to ensure ongoing security by design standards are applied to all systems used to deliver benefits.

* Security assurance assessments are also undertaken, where relevant, as part of standard procurement processes- see procurement above and security assessment (under
Corrective).

* Eventlogging, monitoring, alerting, and investigating is continually undertaken to identify and resolve any suspicious activity related to cyber security-see above

* Incidentresponse plans are defined and regularly exercised- see above

* Technical environments monitored by a range of tools and software services-see above

* Improved processes around access management and privileged accounts have been implemented and enforced (New October 2024).

* Implementation of improved vulnerability management processes which triage, assess and classify new vulnerabilities based on actual risk (new October 2024).

* Security assessments of key suppliers and/or systems are being completed on a prioritised basis with risks identified and action plans agreed (new October 2024).

Planned Action- Update

Nov-Jan 2025

No update



CR-010- Cyber security

m Planned Action

February 2025  Vulnerability Management Process (dependent on other
branches).

May 2025 Review risk target score.

August 2025 August Amazon Web Service improvement plan.




CR-011- Programme closure

Inherent Residual Target Risk Control

Risk Score Risk Score | Risk Score Appetite Confidence

CR-011 256 256 156 Low April 25

CR-011 Reviewed on 27/11/25 - Project work has now begun with baseline and progress expected to be tracked. Full review of risk to be set up for
February 2025 to incorporate outcomes from project work baselining.

Planned Actions
Nov-Jan 2025

The high-level change and digital delivery model is now ready for sign off- which will be signed off at next Change and Digital Delivery Group (29th Jan).
Project scope agreed at Project board in December 2024.

Design camps held for change and digital delivery model- Design team established including all relevant stakeholders across the organisation.
Established the Change and Digital working group (forum for this project).

In process of establishing Senior Working Group- membership lists are being prepared (no date at time of update).

Wave 1 implementation team- includes People, Comms, Org Design and Finance established and tracking milestones, risks, issues and blockers (fall
under project RAID).

Building comms and engagement plan for the project- cover Programme and Agency from top to bottom. Permanent comms lead now in post for the
project Deputy Director for Organisational Strategy and Performance is the SRO for the Future Operating Model.

Executive Team is the senior strategic governance forum for direction and decisions on Future Operating Model.

Papers for direction and decision will come to the most appropriate Executive Team mode. Monthly highlight report for ET Delivery Mode.

Future Operating Model Senior Working Group to be established- chaired by SRO and membership from corporate, client services deliver and new
Change and Digital function at DD level.




CR-011- Programme closure

m Planned Action

February 2025 Review of risk to address project, controls and mitigations.




CR-012- Management information and performance (data)

Inherent Residual Target Risk Control

Risk Score Risk Score | Risk Score Appetite Confidence

CR-012 20 20 12¢ Low Limited March 26

CR-0012 Reviewed on 10/12/24 target score decreased from 16 to 12. Key dates for review established for February 25 (future releases) and April 2025 (Ml

migration from Programme).

Controls

Corrective

* Manual workarounds and Excel-based reporting: Systems were built for operational needs and therefore leads to complexity for reporting. Analysis and
Insight team have taken responsibility for extracting data and reporting. There are a number of gaps, quality issues and inconsistencies between
benefit types. Analysis and Insights teams make this data more reportable. This work is error prone but there are plans to move towards self-serve.

* Analysis and Insight team produce daily and monthly reports to key operational and executive stakeholders to enable performance management. A
number of mitigating controls are in force which include the manual checking, quality assurance and estimates for data pointsthat are not available in
SPM. (Some aspect is preventative).

* Data Management Control Framework- this ensures Social Security Scotland produce high quality data including management of lists, framework for
standardisation of data and critical data tables. The Data Management Checklist embeds data management controls into the release management
processes. This ensures relevant data standards are adhered to and grants "Data Management Assurance"(risk-based position ahead of go-live).
Documentation can therefore be updated to maintain alignment with data and improve accuracy. (new control November 2024).

Planned Action- Update

Nov-Jan 2025

* Front door requests (improvements) raised into CDO and being evaluated. As we transition Ml from Programme we will inherit the front door process,
and we will make that more encompassing for data. To align this to CDO request front door to improve efficiency and prioritisation. Data issues can
then be assigned to the right people for remediation. April 2025 for follow up




CR-012- Management information and performance (data)

m Planned Action

February 2025  Future releases- check forimpact on releases for this risk and
checkpoint on year ahead.

April 2025 Management Information migration from Social Security
Programme.
April 2025 Alignment to CDO front doo requirements (efficiency and

prioritisation work).




CR-013- Protective security

Inherent Risk Residual Risk Target Risk Risk Appetite Control Target Score
Score Score Score Confidence Date

CR-013 10V Very Low Limited April 26

Control

Corrective

* NPSA Guidance exists and has been drawn upon to address the recent incidents involving the Social Media Auditor.

* Procedures have been introduced for staff to follow when it comes to issues that are either security focused or relate to security.

Detective

e CCTV, Guard Force, Security Alarm System and panic alarms are in operation.

* Colleague security awareness to facilitate the reporting of security incidents and concerns observed by colleagues.

Directive

* Security Signage and education on smart screens has been introduced.

* National Security Vetting Policy and the requirement for clear direction on the way forward with respect to vetting and vetting requirements from UK Gov and Core SG.

* Adedicated security post has been established to enhance corporate security awareness with the aim to introduce new and relevant security awareness training as well as the
introduction of mandatory training.

» Saltire incidentreporting process in operation- added November 2024.

* Additional security signage- added November 2024- improvements applied.

* Refresher training for Social Media Auditor for Front of House and Workplace

* Chemical Biological Radiological Nuclear (CRBN) training for Mailroom staff and introduction of security procedures- added November 2024.

Preventative

* NPSA Guidance exists and has been drawn upon to address the recent incident.

* Insider Threat Working Group continues developing plans and processes to address the insider threat and this is a collaborative work in progress across the Agency.

Planned Action- Update

Nov-Jan 2025

* Rationalization of access rights to restricted floor in both 220 HS and Enterprise in collaboration with Core SG (SBC) in support of the GovPass initiative with over 500 colleagues'
details to be ratified and revised access controls to be applied to 4th floor 220 HS.

* Collation of personal information for the introduction of GovPass remains as work in progress with approximately 4000 named individuals to process and access limitations
confirmed prior to passing to Core SG/SBC. Protective Security team undertaking this work as a manual process (no automation or up to date/time live details available from SSS
or SBC sources) which impacts other business as usual tasks.

* Protective Security Project Plan drafted to manage and articulate the key areas of development, progress and blockers to bring risk under control subject to completion of
overarching CARA assessment of the estate and organisation once the extent of risk and mitigation is realised.

* Document and agree process for legitimate access and access rights for restricted areas merged into ongoing work for the support of the introduction of the GovPass system.

* Introduction of Internal Social Media Auditor E-learning in development and content review completed prior to commencement of implementation process and ratification.

* Review BPSS access form updating to new centralised process and rebrand to Social Security Scotland ongoing awaiting creation of dedicated BPSS Protective Security in-box.

* New procurement contract requirement for BPSS of couriers (security requirement) has been accepted and finalised in coordination with SG SBC and SSS Procurement
colleagues.

Implementation of Protective Security requirements for Social Security Scotland aligned to Government Functional Security Gov S 007.




CR-013- Protective security

m Planned Action

February 2025  Critical Asset Risk Assessment (CARA) completion for
Enterprise House.

Feb-March Mitigation factors for Enterprise house to be developed. Final
2025 report drafting for Enterprise House.

Feb-March CARA for Agnes Husband house to proceed for asset lists and
2025 risk assessment.

March 2025 CARA for Agnes Husband house to proceed and briefings for
High Street to begin.

April 2025 CARA for Agnes Husband house completion and mitigation
factors for Enterprise house to be developed.




CR-014- Data protection

Inherent Residual Target Risk Control

Risk Score Risk Score | Risk Score Appetite Confidence

CR-014 20© 16 127 Very Low Limited June 26

CR-014 Reviewed on 04/12/24- target score increased from 8 to 12. No other changes to risk profile.

Controls

Directive

* e-learning-This is about imbedding the culture in the organisation and this e-learning forms a part of that. It creates awareness of data protection. In
the absence of e-learning (whether embraced or not) this is part of our corporate responsibility.

* Routine communications- Regular comms sent to colleagues across Client Service Delivery (B2-B3) with senior colleagues copied in. Dashboard on
data breaches (e.g. recently focused on correspondence address and how to prevent and minimise the numbers). This drills intocommon causes.
Focused work occurring regularly within Client Service Delivery. Seeing the benefit but will never eliminate this.

Preventative

* Lessons learned from previous breaches. Improvements on systems could be improved, leading to fewer errors.

Planned Action- Update

Nov-Jan 2025

* Personal data breach minimisation plan (update being provided to Information Governance Group;- completed.

* Data protection assurance health checks and annual data protection assurance report annual report presented to Information Governance Group and
Audit and Assurance Committee

* Data protection impact assessments carried on data processing activities (driven by Data Protection Team, centrally recorded and tracked)- looking to
create additional structure for requests with front door process in 20205.

* Refresh and update of Programme-initiated data protection impact assessment and data sharing agreements through transition-Update - Formal
handovers from Programme team continuing, each getting an executive summary review to aid risk prioritisation for deep dive review.

* Data protection policy (reviewed November 2024)- Looking at next steps
CSD - messaging remains strong on undertaking mandatory training for Data Protection and improving culture across the area.




CR-014- Data protection

m Planned Action




CR-015- Mailroom

Inherent Risk Residual Risk Target Risk Risk Appetite Control Target Score
Score Score Score Confidence Date

CR-015 124 124 Limited March 25

CR-015 Reviewed on 02/12/24 Inherent risk score decreased from 25 to 20, residual risk score decreased from 25 to 12. Score changes based on improved controls. Control
confidence increased from Insufficient to Limited- still controls to come in to force before confidence can be brought down to Reasonable or Sufficient. Target score lowered
from 16 to 12.

Controls

Corrective

* Policy-Finance: B1 Mailroom Manager works with Finance Business Manager to monitor and control mailroom spend.

* Resource- User research work complete and resourcing levels meet current work expectation.

Directive

* (New Control) Mailroom now have their own home page on Saltire Social Security Scotland Mailrooms with links to related guidance, PO Boxes and a Frequently Asked
Questions page.

Preventative

* IT-Improved productivity (new scanner contract in place May 2024 to 2028)

* Resource-- User research work complete and resourcing levels meet current work expectation-see Corrective score above.

Planned Action- Update

Nov-Jan 2025

» Visits being arranged for staff to understand mailroom in Glasgow and Dundee. 06/01/25- on hold until permanent location in Glasgow complete.

* Work on the Glasgow Permanent Relocation is progressing well expected completion by end of December 2024. 06/01/25- still on track for Jan 25.

* The work with the Business Analysts continue the “To-Be” version of the process maps for stock ordering and invoicing. This is expected to complete by the end of
December. 06/01/25- Work has now moved on with some maps completed and signed off, the remaining outcomes need the ownership of Mailroom to be finalised by HR
partner and the Handwritten letter process needs sign off from CSD to progress it.

* Guidance gaps have been reviewed with the BAs, Mailroom colleagues and Content. 06/01/25- Still in progress- content writer working with mailroom colleague before
upload.

* Mailroom now have their own home page on Saltire Social Security Scotland Mailrooms with links to related guidance, PO Boxes and a Frequently Asked Questions page.
06/01/25- Link being shared at every opportunity. Guidance now published on pathways for print and post.

*  Work has significantly progressed on the guidance for mail handling in collaboration with Health & Safety and Protective Security colleagues. 06/01/25- second review
underway and has now been shared with mailroom colleagues for peer review.

* Workis also being carried out on the continuity/resilience of our Mailrooms to analyse how long we could maintain having mail diverted should we lose 1 location.
06/01/25- still working through this process and looking other contingency that are not an alternative space- what would the trigger be for a contingency space. Timeline for
decision for this being developed (external stakeholder input required).

* Thefinal recommendations of the Roles, Responsibilities and Ownership discovery with our HR Business Partner are under discussion with Senior colleagues but have not
been shared wider. 06/01/25- no change still awaiting update from HR Business Partner.

* The Learning routeway is a challenge as Mailroom is benefit agnostic and uses different processes/systems to the rest of the business. Discussion are ongoing and itis

likely that what will be developed is a learning plan and workbook with a focus on working within Mailroom once a general induction has been completed with

Organisational Development. 06/01/25- training learning plan and workbook in place until a training environment can be sourced.




CR-015- Mailroom

m Planned Action

March 2025 Protective security and health and safety- See CR-013 for CARA
work at Enterprise House.

March 2025 Review risk for possible de-escalation.




Overall Social Security Scotland Risk Profile Comparison

Aug-Nov 2024

Residual O Target Score

CR-001 Workforce

Planning
CR-015 Mailroom 25

plo}
CR-014 Data Protection

15

CR-013 Protective Security

CR-012 Management
Information and
Performance (Data)

CR-011 Programme
Closure

CR-010 Cyber Security

CR-009 Delivering For

Clients
CR-008 Business

Resilience

CR-002 Fraud

CR-003a Value For Money

CR-003b Financial
Management

CR-004 Quality

CR-005 Performance,

Culture and Inclusion

CR-006 Technology and
Systems

CR-007 Safeguarding

Nov 2024-Jan 2025

Residual O Target Score

CR-001 Workforce

Planning
CR-015 Mailroom 25

. plo}
CR-014 Data Protection

15

CR-013 Protective Security

CR-012 Management
Information and
Performance (Data)

CR-011 Programme
Closure

CR-010 Cyber Security

CR-009 Delivering For

Clients
CR-008 Business

Resilience

CR-002 Fraud

CR-003a Value For Money

CR-003b Financial
Management

CR-004 Quality

CR-005 Performance,

Culture and Inclusion

CR-006 Technology and
Systems

CR-007 Safeguarding




m Risk Description

CR-001

CR-002

CR-003a

CR-003b

CR-004

Security Scotland must operate cost-effectively and efficiently, ensuring a flexible workforce to process
applications and requests swiftly and accurately, alighed with our values. Ineffective workforce
management could lead to delays, client difficulties, and reputational damage, undermining public
confidence.

Social Security Scotland will be targeted by persons (both inside and outside our organisation, acting
alone or in a group) who will seek to exploit vulnerabilities in our fraud defences for financial gain
resulting in financial loss to the organisation, erosion of trust Scottish Citizens place in Social Security
Scotland to administer funds responsibly, and potential for increased stigma associated with claiming
assistance negatively impacting our clients.

Social Security Scotland must demonstrate that its operations secure value for money, that we are
operating economically, efficiently and effectively. Failure to demonstrate this may undermine public
confidence in the organisation and lead to reputational damage and public and stakeholder criticism.

Social Security Scotland must live within the Resource Spending Review settlement. This requires that
we accurately forecast our future need and ensure, as far as possible, that areas spend in line with
forecast. Where activity varies from forecast this may lead to reallocation of funding to support priority
business activity at the expense of other areas, leading to a degradation of some Agency services with
the potential to undermine parts or all of our services.

Consistent, accurate benefit decisions are vital to Social Security Scotland’s efficiency and reputation.
Without proper systems, processes, and training, errors and fraud may rise, eroding client and public
confidence.




m Risk Description

CR-005

CR-006

CR-007

CR-008

Social Security Scotland's success is dependent on its people. We must continue to develop our
performance culture in line with our values, being an inclusive service that delivers on the Charter to
ensure we retain the confidence of clients and stakeholders.

There is arisk that essential digital services may fail and as a consequence have an impact on our
clients. This could range from minor inconvenience such as information being temporary unavailable
to more serious impacts such as late or missed payments or no digital access to outcome decisions.
The digital estate was constructed iteratively as part of a multi-year programme, it contains significant
technical debt and some tactical solutions. Social Security Scotland will need to maintain a constant
focus on the availability and sustainability of numerous technical components.

Social Security Scotland are viewed as responsible for serious harm of a client due to an under/over
payment, inappropriate sharing of data or in failing to recognise vulnerability and take appropriate
action.

Without a robust and fully assured Business Continuity and Incident Management system in place,
Social Security Scotland would not be able to continue delivery of its business if it was unable to
respond effectively to disruptions. Failure to have a strong system would result in our inability to deliver
our agreed objectives, significant financial impact and reputational damage for Social Security
Scotland and Scottish Government.




m Risk Description

CR-009

CR-010

CR-011

Acknowledging our growth and operational maturity we need to prioritise actions to sustain
appropriate internal operational processes, systems, controls and performance levels to support
delivery to our clients. If we do not, then we risk the reputation on which we rely to secure engagement
with the public and stakeholders to deliver a public service.

Social Security Scotland’s digital systems are likely to be compromised if an effective cyber resilience
environment is not built and maintained. This could lead to client data being disclosed or corrupted
with interruptions to digital services ranging from minor inconvenience to more serious impacts such
as late / missed payments or the inability to make digital outcome decisions.

Once Social Security Programme ends, Social Security Scotland must be in a position of full
responsibility and accountability for its services and must have the right capability, capacity and
funding to run, maintain and change those services. Without these elements in place Social Security
Scotland will be at risk of not being able to monitor and maintain the current level of service over time.

If this risk was to materialise there is also the likelihood of client service deteriorating over time as
Social Security Scotland would not be able to carry out sufficient continuous improvement or prioritise,
manage and implement change to ensure that client service can improve in line with organisational
and ministerial priorities.




m Risk Description

CR-012

CR-013

For our clients to trust Social Security Scotland with their personal information, we must demonstrate
good data governance through trusted, timely, management information and performance insights.
Internally, underpinning an efficient and timely service for our clients while externally providing visibility
and accountability to both clients and government bodies.

Without trusted MI driving operations or demonstration of good external governance and
accountability, trust and reputation are eroded. Decision making is hampered, impacting service
management and the needs of our key stakeholders. In this respect, the quality and completeness of
our core data is therefore a recognised risk.

There are multiple security threats faced by Social Security Scotland including, but not limited to,
sabotage, subversive action, criminal activity and acts of terrorism. A failure to have adequate and
measured holistic Protective Security measures in place to deter, detect, delay, mitigate and respond
could lead to the harm or compromise of Social Security Scotland staff and assets. These activities
include the protection of client data, protecting hard copy client information received and processed
by the Agency as well as ensuring the safety of both clients and colleagues during interactions both
within our buildings and during off site visits.

Vulnerabilities and shortfalls in such security aspects have the potential to adversely affect the
organisation’s objectives, including delivery of benefits, undermine public confidence in the
organisation and create reputational damage with the public, clients and stakeholders alike.



m Risk Description

CR-014 To ensure we use personal data appropriately and to protect them from harm, Social Security Scotland
must comply with data protection legislation and policies. This includes considering how we will
protect, use, share, store and delete the personal data of our clients and staff in everything we do. Non-
compliance may result in distress or financial harm to our clients and staff because of unauthorised
access, sharing or loss of personal data. In addition, our clients’ and staffs’ experience, and their
confidence in the organisation, would be diminished. As an organisation we could also see increased
costs, inefficiencies, compensation, reputational damage and regulatory enforcement action including
fines.

CR-015 An effective mailroom is crucial for timely communication and accessibility. Failures would harm
clients, cause delays, and damage the organization’s reputation.
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