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1. Background

1.1. Internal Audit Progress Report for comment and discussion
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2.1 Key points to note are:

e Work is progressing on the 2024-25 plan. Details on progress with planned
assurance activities is noted in the body of this paper.

e Itis expected that all fieldwork for the remaining 2024-25 reviews will be
complete with draft reports issued prior to the end of the audit year, allowing
us to then provide our annual Assurance Opinion in May 2025

e Advisory and Follow-up activity is ongoing. A summary of progress since the

last Audit and Assurance Committee is also provided in the body of our
report.

. Conclusion

‘

3.1 The Audit and Assurance Committee members are invited to note the range of
activities undertaken by the Directorate for Internal Audit and Assurance since
the previous meeting.
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1. Progress Highlights

1.1.Key Messages

e Charts 1 and 2 show progress against plan for both 2024/25 Assurance Activities
Assurance and Follow up activities. Whilst we are showing a
number of the reviews are still at planning and fieldwork

stages, we are anticipating all fieldwork will be complete and Not Stages

. . . M Planning Underway
draft reports issued prior to the end of the audit year.

16

Fieldwork Started

. . . M Draft Report Issued
¢ Further details of Assurance work are provided in Table 1. P
M Final Report Issued

¢ Details of Advisory work is provided in Table 2.

e A summary of progress on the implementation of

recommendations is provided in Table 3. 2024/25 Follow Up Activities

e There has been one further change to the 2024/2025 plan,
details of this change can be found in Table 4. m Deferred to 25/26

M Not Started
Fieldwork Started

e The latest Internal Audit Strategic Matters, Integrated Assurance

and Strategic Best Practice / insight sharing is provided in m Complete

Section 2.




2. Directorate for Internal Audit and Assurance Strategic Update

2.1. Internal Audit

e The Director of DIAA issued an e-mail in early December to Accountable Officers and identified that due to work underway
in the wider Scottish Government there will be no changes or increases to the IA charge rates for 2025/26. The planning
process for 2025- 26 has been undertaken, and discussions with senior management have resulted in a draft Internal
Audit Annual Plan for 2025-26 being presented to this Audit and Risk Committee meeting under separate cover.

e There is no substantial update on the new 2024 Global Internal Audit Standards (GIAS) which were implemented in
January 2025. The associated Public Sector Application Note was published in December 2024 and we are still
investigating the range of changes but will keep members informed in good time of any changes requiring to be
implemented to align with best practice.

e The SG has considered assurance requirements regarding the Oracle system and is planning to have an International

Standard on Assurance Engagements (ISAE) 3402 report from a Service Auditor. This will allow SG to provide assurance

to the users of the service that the controls operated by SG are fit for purpose and that risk is effectively managed. Moving

forward, it is also intended that this will also allow the auditors of the users of the services to be assured that the controls
that SG have in place are compliant and effective and it will reduce the amount of work they will in turn need to undertake
for their statutory financial audit. This is something that the SG would work towards, and continues to engage with Audit

Scotland about.

To provide this assurance of the service, the SG plans to engage an external party to provide them with a report on the

platform. This will take the form of a control report following the ISAE 3402 which will be shared with each of the

organisations using SG Oracle Cloud.
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Directorate for Internal Audit and Assurance Strategic Message

The DIAA Quarterly Bulletin (21) has been issued (see Supporting Paper 1) which features:

o Reflections from our Director, Jennifer Inglis-Jones.

o Links to the latest case studies from projects our Digital Assurance Office and how to subscribe to the Digital blog.
o Spotlight on our Counter Fraud Service and some useful links.

o Leadership considerations from our co-source partners, EY (see Supporting Paper 2).

Digital Assurance Office (DAO)

There has been no change in the status of Digital Assurance activity for Social Security Scotland since our last update. There
are five projects currently registered with the Digtial Assurance Office, with one active project and four in an early scoping
phase. Engagement is ongoing with the Project Leads of the Multi-channel Contact Centre, the OutSystems Contract Relet
and IT Testing Services to help identify if any Technology Assurance Framework digital assurance activities will be required in

due course.
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Annex A Internal Audit Plan and Progress

The following tables provide an update on the progress of our Internal Audit work since the previous Audit and Assurance Committee.

Table 1 — 2024/2025 Assurance Work

Planned | Progress to

e Comments
Audit Title Quarter Date
) ) ) ) Fieldwork for this audit has now concluded.
Client Services Delivery Fieldwork . o . .
_ All Year A report will be produced at the end of the year and this will be shared with Audit and
Compliance Complete . .
Assurance Committee members once agreed with management.
) o ] Fieldwork for this review is ongoing.
VFM - Fiscal Sustainability Fieldwork _ o ] _ ) _
_ All Year ) This audit is being considered as part of each review during the year.
- Change - Savings Work Ongoing . . .
Targeted work is also being undertaken, as agreed with management.
N _ Fieldwork for this review is ongoing.
Transition - Programme Fieldwork _ o ] _ ) _
All Year ) This audit is being considered as part of each review during the year.
Closure Ongoing ) ) )
Targeted work is also being undertaken, as agreed with management.
Data Sharing and Data . Final Report The final report was issued on 19t December 2024 with a Limited assurance opinion.
Governance Issued Final report attached as Annex B
Complaint 5 Final Report | The final report was issued on 18" December 2024 with a Reasonable assurance opinion.
omplaints _
Issued Final report attached as Annex C
_ Final Report | The final report was issued on 20" December 2024 with a Reasonable assurance opinion.
Learning and Development 2 _
Issued Final report attached as Annex D




Audit Title

Planned

Quarter

Progress to

Date
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Comments

Governance — Portfolio o3 Fieldwork The remainder of the fieldwork for this audit has been deferred until Q2 of 2025/26 to allow
Sponsor Arrangements Paused for ongoing work in this area to conclude.
Fieldwork Fieldwork has now concluded for this review and our emerging findings are currently
Performance Management 3 undergoing quality assurance.
Completed
The final report will be shared with members once agreed with management.
Fieldwork Fieldwork has now concluded for this review and the draft report is currently undergoing
Quality 3 quality assurance.
Completed ) ) _ )
The final report will be shared with members once agreed with management.
Business Continuity Fieldwork Fieldwork is currently ongoing for this review.
Resilience 3 Ongoing The final report will be shared with members once agreed with management.
Automation in Benefit 4 Planning Planning for this review has begun to allow delivery to commence in February with a view to
Administration Underway having fieldwork complete and the draft report issued by the end of the audit year.
Recruitment 4 Planning Planning is underway for this review with fieldwork due to commence in February, with a
Underway view to having fieldwork complete and the draft report issued by the end of the audit year.
Case Reviews - Scheduled 4 Planning Planning is underway for this review with fieldwork due to commence in February, with a

and Unscheduled

Underway

view to having fieldwork complete and the draft report issued by the end of the audit year.




Table 2 - Advisory Work
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The main advisory work undertaken since the previous Audit and Assurance Committee is noted in the below table:

Advisory Title

Outline of the Advisory Activity and its Status

Error Control Working

Status

We continue to participate in the monthly Error Control Working Group set up by Social Security

g

Ongoing
Group Scotland.
Internal Control Steering ondo We continue to participate in the monthly Internal Control Steering Group which has been
ngoing . . . o .
Group established by Social Security Scotland as well as a sub-group which is now established.
_ _ Fieldwork | Fieldwork is now complete and our management letter is undergoing review prior to being issued to
Protective Security
Complete management.
Budget Setting Fieldwork | Fieldwork is now complete and our management letter is undergoing review prior to being issued to
Assumptions Complete management.
Fieldwork This advisory is focussed on the Project Management Office and reviewing their ways of working in
ieldwor
Business Plan Initiatives ondo relation to the Business Plan initiatives and the project management activities in operation to
ngoing _
support the delivery of these.
_ Participation in focus groups and discussions in relation to work being undertaken by the Senior
3 Lines of Defence Complete
Internal Control Manager
o ) We are reviewing the work undertaken by the team, the tools and technology and ways of working
Internal Investigations, Fieldwork o S o _
o ) within the team as well as considering any future plans and objectives for the team and how this
Monitoring and Controls Ongoing

fits within the three lines of defence model.




Internal Audit — Audit and Assurance Committee Progress Report

Advisory Title Status Outline of the Advisory Activity and its Status
Fieldwork ' o . .
Impact Assessments ondo Planning for this piece of advisory work has been completed and fieldwork has now begun.
ngoing
This advisory review is focussed on identifying the various stakeholder engagement activities being
Fieldwork undertaken across Social Security Scotland and the processes in place for capturing that
Stakeholder Engagement ) _ o ) o
Ongoing engagement, identifying any actions from the engagement and how this is
progressed/reported/escalated and the feedback mechanisms in place.
This piece of work will be done in conjunction with the Corporate Assurance Team with a view to
Assurance Gaps Not Started ) o o . o ) .
identifying any significant gaps in the current assurance activities of Social Security Scotland.

Table 3 — Follow Ups
The following table is an overview of the follow up activity progress since the last Audit and Assurance Committee in March 2024.

Please note, our follow ups only focus on High and Medium priority recommendations.

Report Title Recommendations ‘ Progress to Date
3 High _ _
Internal Controls - Post Award Controls _ Fieldwork ongoing
1 Medium
Client Experience — Disability and Carers 3 Medium Fieldwork concluded with two recommendations fully implemented and one
Benefits Re-determinations and Appeals 2 Low recommendation partially implemented.




Report Title

Recommendations
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Progress to Date

5 High Fieldwork concluded and the follow up report is currently undergoing quality
Case Transfers _
2 Medium assurance.
2 Medium _ .
Governance Fieldwork ongoing
3 Low
1 High Follow Up Deferred — due to changes with priorities and further work required
[
Continuous Improvement 3 M j to implement the agreed recommendations it has been requested by
edium
management that we delay the follow up until April 2025.
. . . 2 High . .
Winter Heating Benefits _ Fieldwork Ongoing
3 Medium
4 High Follow Up Deferred — due to changes with priorities and further work required
[
Safeguarding AM 5 to implement the agreed recommendations it has been requested by
edium
management that we delay the follow up until April 2025.
1 High
Risk Management 4 Medium Fieldwork Ongoing
2 Low
2 High
Child Disability Payment In-depth Review 4 Medium Fieldwork Ongoing

1 Low
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Table 4 — Changes to the Annual Internal Audit Plan since the last Audit and Assurance Committee

Estimated
Activity Title Budget
DEVE

Activity
Type

Original | Revised
Quarter = Quarter

Outline of Scope from Audit Plan

Comments

. . This review has been paused at
This review was due to evaluate and report on

the request of management to

Governance — the governance arrangements in place .
Portfolio . _ 03 Q2 allow for the conclusion of
15 Assurance | between Social Security Scotland and the . o
Sponsor _ 24/25 25/26 ongoing activities of the SG
Arrangements Scottish Government to ensure that these are

. i Public Bodies Unit before we
efficient and effective.

conclude our fieldwork.




