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1. Introduction 

 

1.1. Introduction 

This Internal Audit review of Data Sharing and Data Governance formed part of 

the planned audit coverage detailed in the 2024-25 Audit Plan, agreed by the 

Accountable Officer and noted by the Audit and Assurance Committee on 

27 March 2024. The Accountable Officer for Social Security Scotland is 

responsible for maintaining a sound system of governance, risk management and 

system of internal control that supports the achievement of the organisation’s 

policies, aims and objectives. 

1.2. Audit Scope 

The scope of this review was to evaluate and report on the controls in place in 

relation to Data Sharing and Data Governance to ensure there is appropriate 

governance, risk management and controls in place. 

 

The agreed Terms of Reference for this review is attached at Annex B.  

1.3. Assurance and Recommendations 

 

Assurance Category Limited 

Recommendations Priority 
High Medium Low 

2 6 1 

 

Our review has identified two high, six medium and one low recommendations. A 

limited assurance rating has been provided. There are weaknesses in the current 

risk, governance and/or control procedures that either do, or could, affect the 

delivery of any related objectives. Exposure to the weaknesses identified is 

moderate and being mitigated. 

 

The rationale for this is that whilst there are over 50 Data Sharing Agreements in 

place there are still areas where there is a lack of formal agreements in place. A 

number of expected responsibilities, guidance, policies and processes in relation 
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to Data Sharing have yet to be established within Social Security Scotland, due to 

the stage of transition. We found that for both Data Sharing and Data Governance 

relevant strategies and polices were well written and aligned with legislation, 

however some of these in relation to Data Governance still had to be finalised or 

were overdue review. We have also identified areas for improvement in monitoring 

staff accessing records where there is no need and client records being retained 

when there is no longer a business need.  

 

Findings are summarised against recommendations made in the Management 

Action Plan. 

 

Full details of our findings, good practice and improvement opportunities can be 

found in section three below.  

 

Please see Annex A for the standard explanation of our assurance levels and 

recommendation priorities.  
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2. Management Action Plan  

2.1. Management Action Plan 

Our findings are set out in the Management Action Plan below 

No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

1 Data Sharing – Data Sharing Arrangements 

Issue 1: 

There appears to be a lack of clarity over who 

holds what documentation in relation to Data 

Sharing Agreements currently in place. As a 

result, we were unable to obtain evidence to 

confirm that Data Sharing Agreements 

established met the original business need, 

any engagement with specialist areas (e.g. 

legal), or communications with staff, as part of 

our substantive testing. 

 

 

 

Issue 2: 

A) We recommend that 

agreement is reached 

as to who holds what 

evidence, that both 

organisations are clear 

where this is held going 

forward and evidence 

held is updated in line 

with this to be able to 

demonstrate actions 

taken at key stages of 

the setting up of Data 

Sharing Agreements. 

 

H 

 

Recommendation A 

Response: partial agreement.  

 

The Data Sharing Agreements are in the 

process of transitioning to the Agency and 

it has taken some time to establish 

responsibilities and priorities as a 

consequence of the fluid nature of the 

delivery of the benefits system. All data 

sharing agreements have been put in 

place by Programme colleagues and will 

transition to the Agency.  
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

Four areas were identified where it would be 

beneficial to share data but can’t due to the 

lack of formal agreements being in place: 

• Local Authorities and DWP in relation to 

Safeguarding; 

• Intelligence for potential fraud detection; 

• Between local organisations by Local 

Delivery); and 

• Monetary value of error as unable to verify 

decisions made. 

 

Risk 1:  

Roles and responsibilities are not documented 

and/or are unclear resulting in a lack of 

appropriate ownership on Data Sharing. 

 

Risk 2:  

Appropriate Data Sharing Agreements are not 

in place or are not fit-for-purpose, resulting in a 

breakdown in service provision, an inability for 

B) Action should also 

be taken where there 

are gaps so that Social 

Security Scotland can 

operate effectively and 

ensure data is only 

being shared where 

agreements are in 

place and governance 

and controls are 

established to manage 

the sharing of data and 

minimise the risk of 

data loss or breach. 

 

As part of this, 

management should 

consider if a map of 

Data Sharing 

Agreements would add 

Action: Information Governance  Teams in 

the Agency and Programme will establish 

a single list of agreements and their status 

and ensure that any underpinning 

evidence, knowledge and information 

required for future management is 

transitioned to the Agency.  

 

Action Owner: [Redacted], 

 

Recommendation B 

Response: Agreed.  

 

Action 1: Head of Data Services will raise 

a request to recruit the identified resources 

to support future sharing needs for the 

Agency.  Subject to resource approval, the 

Head of Data Services will finalise the 

processes to co-ordinate future data 

sharing needs. 

31 August 

2025 

 

 

 

 

 

 

 

 

 

 

 

31 March 

2025 
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

Social Security Scotland to achieve its 

strategic objectives and reputational damage. 

value, showing the 

areas covered by 

existing agreements 

and ones which are in 

development, so that 

any gaps can be 

identified.   

 

 

 

Action 2: Work is already underway to 

design a process for managing requests. 

This is supported by Business Analysts. 

The Head of Data Services will work with 

business analysts to conclude the design 

of the process.    

 

Action 3: Engagement is already 

underway with various internal and 

external stakeholders to understand their 

needs. There is a need to have a single 

view of data sharing needs and requests.  

The Head of Data Services will work with 

stakeholders to put place a single view of 

data sharing needs. 

 

Action Owner: [Redacted], 

 

 

31 

December 

2024 

 

 

 

 

31 

December 

2024 
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

2 Data Sharing – Management Oversight 

Issue:   

We were provided with a list of Data Sharing 

Agreements, however there is inconsistency 

between the two tabs on the list provided (one 

shows 46, whilst the other shows 52). It also 

appears that the log is not being kept up-to-

date as some do not have review dates, whilst 

others have their dates of review between 

2019 and 2021 where the review period is set 

as annual. 

 

Risk:  

Insufficient and/or ineffective management 

oversight and management information 

leading to an inability to maintain awareness of 

the Data Sharing Agreements in place, poor 

performance, poor quality and inappropriate 

decision making. 

The list of data sharing 

agreements should be 

reviewed and updated. 

As part of this it should 

be ensured that where 

review dates have 

passed, checks are 

carried out to ensure 

that the Data Sharing 

Agreements have been 

updated. Thereafter, 

this should be subject 

to regular review.  

M 

Response: Agreed  

 

Action: All data sharing agreements will 

transition to Agency by the summer of 

2025. The Data Protection and Information 

Governance Team have, and will continue 

to review all agreements at transition to 

ensure that they are up to date. Where 

they require updating they will be. 

 

Action Owner: [Redacted], 

 

 

 

31 August 

2025 
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

3 Data Sharing – Transition from Social Security 

Programme 

A number of expected responsibilities, 

guidance, policies and processes have yet to 

be established within Social Security Scotland 

due to the stage of transition, for example: 

• Structure of team for Data Sharing and 

Integration; 

• Resource required; 

• Roles and responsibilities within the 

proposed team, together with those of 

Business/Product owners; 

• Guidance and training setting out the 

processes and procedures for set up, 

monitoring and review of data sharing 

agreements; 

• Process for lessons learned. 

 

Risk 1: Roles and responsibilities are not 

documented and/or are unclear resulting in a 

 

 

Management should 

ensure appropriate 

action is taken to 

establish, in relation to 

Data Sharing 

Agreements, what will 

be transitioned from 

Social Security 

Programme and when.  

 

Following this 

management should 

determine capacity and 

resource needs to 

enable transition can be 

undertaken effectively 

and ensure this is 

established within the 

M 

Response: Partially Agreed.  

 

All existing Data Sharing Agreements 

owned by Programme will transition to the 

Agency by programme end. A phased 

approach is being taken. The products 

available for transition are discussed at 

each phase. It is not possible to set a  

defined timescale for each agreement 

given the ongoing delivery and capability of 

the teams. The approach has worked well 

so far and the overall delivery is kept under 

review by Senior Managers in Programme 

and Agency. Discussions are underway to 

understand future resource requirements.  

 

Resources to support consideration of 

future data sharing requirements have 

been identified to take forward the data 
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

lack of appropriate ownership on Data 

Sharing. 

 

Risk 2: Lack of, or ineffective, guidance and 

training resulting in staff not having appropriate 

knowledge and skills of Data Sharing 

requirements and processes.  

 

Risk 3: Insufficient capacity and capability 

within Social Security Scotland following 

transition resulting in lack of appropriate 

knowledge and skills of Data Sharing 

requirements and processes. 

 

Risk 4: Insufficient consultation with specialist 

areas (e.g. legal or Data Protection Officer), 

quality review and/or lessons learned 

processes leading to Data Sharing 

Agreements which are not compliant with 

legislation, or inappropriate or ineffective 

Agency. Action in 

relation to the other 

areas of weakness 

noted in the finding 

should also be taken as 

appropriate.  

 

It may be helpful to 

develop an action 

plan/critical path to set 

out the areas that need 

to be developed and 

implemented, together 

with an achievable 

timescale for each. 

 

sharing needs of the Agency post 

Programme.  

 

Action: Head of Data Services will raise a 

request to recruit the identified resources.  

Subject to resource approval, the Head of 

Data Services will finalise the processes to 

co-ordinate future data sharing needs. 

 

Note: Some of the process work has 

already progressed by leveraging Business 

Analysis resource. 

 

Action Owner: [Redacted], 

 

 

 

 

31 March 

2025 
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

agreements which do not meet the needs of 

Social Security Scotland now, and/or in the 

future. 

4 Data Governance – Policy and Strategy 

While policies comply with legislative 

requirements, two remain in draft and others 

have passed their review date. This includes: 

- Retention and Disposal Policy; 

- Records Disposal guidance; 

- Document Naming and Control Policy; 

- Data Protection policy. 

 

Risk:  

Lack of clear strategy or policy resulting a lack 

of clarity over the organisation’s approach to 

Data Governance 

Management should 

ensure that the 

published policies 

highlighted which have 

passed their review 

dates are subject to 

review and update, 

where appropriate. 

 

Policies which are 

currently in draft should 

be finalised, approved, 

published and 

thereafter subject to 

regular review. 

M 

Response: Agreed  

 

Action: Three of the respective policies 

were ratified by the Information 

Governance Group on 10 July 2024. The  

Social Security Scotland Data Protection 

Policy is separate from the core Scottish 

Government policy. This was due to be 

reviewed in September 2024. This has 

now been reviewed and is now out for 

quality review. It will be considered by the 

relevant Governance Group once 

completed.  

 

Action Owner: [Redacted], 

 

 

 

1 January 

2025 
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

5 Data Governance – Training and Guidance 

Issue: Staff at Social Security Scotland, such 

as Client Advisors processing cases, are only 

expected to complete the yearly Scottish 

Government data protection e-learning. This is 

a high-level training package and as these 

colleagues have access to, and use systems 

which contain, a significant amount of personal 

data the training may not have sufficient 

content which ensures understanding of Data 

Protection legislation and how it relates to their 

role and the data they are handling. 

 

Risk: Lack of, or ineffective, guidance and 

training leading to insufficient capacity and 

capability with staff not have appropriate Data 

Governance knowledge and skills, including 

legislative requirements resulting in potential 

breaches which may have a negative financial 

and/or reputational impact 

Given the amount of 

personal/sensitive data 

held, and that data 

breaches are largely 

caused by human error, 

Social Security 

Scotland should 

consider if this training 

is sufficiently detailed or 

whether there would be 

value in supplementing 

this with further 

mandatory training. 

M 

Response: Agreed 

 

Action: The Data Protection and 

Information Governance Team already 

supplement the mandatory e-learning with 

focussed training on areas of compliance 

and a number of these sessions were, and 

are planned, to be delivered for Data 

Protection Week. We will engage with core 

Scottish Government and Learning and 

Development colleagues to explore 

whether it is possible to review or replace 

the existing training.  

 

Action Owner: [Redacted], 

 

 

 

31 March 

2025 
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

6 Data Governance – Management Oversight 

Issue 1: 

A Data Protection ICO Accountability 

Framework Tracker is used, with the results of 

the self-assessment used as part of the 

planning process for developing the Data 

Protection Team’s annual plan. There are 

fields within this (i.e. Actions, Action Owner, 

Action Status and Due Date), which are not 

currently used.  

Issue 2: 

Although the Data Governance and 

Information Governance groups have decision 

and action logs, no formal minutes of the 

meetings are taken. We believe it would be 

beneficial to have additional narrative 

documenting the topics and discussion and 

providing an audit trail that can be referred to 

when taking forward actions. 

A) Social Security 

Scotland should 

consider if it would be 

of value to use these 

fields to capture this 

detail and therefore 

increasing the level and 

ease of oversight, 

especially in areas 

where expectations are 

not currently being met. 

 

B) In addition, 

consideration should be 

given to a formal minute 

being taken to 

supplement the 

decision and action logs 

at the Data Governance 

and Information 

L 

Response: Agreed 

 

Action: The Data Protection and 

Information Governance Team will 

consider whether the accountability tool 

should be used in this way as part of our 

business planning for 2025-26 

 

Action Owner: [Redacted], 

 

Response: Agreed 

 

Action: This recommendation will be 

tabled as an agenda item at a future 

meeting of both groups to allow a decision 

to be made.  

 

Action Owner: [Redacted], 

 

 

 

31 March 

2025 

 

 

 

 

 

 

 

 

31 March 

2025 
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

 

Risk: 

Insufficient and/or ineffective management 

oversight and management information 

leading to an inability to address weaknesses, 

make informed decisions and mitigate risks. 

Governance groups, 

given these form part of 

the Organisation’s 

governance structure.  

7 Data Governance – Staff Access and Internal 

Controls 

Issue 1: 

[Redacted],  

Issue 2: 

Although Searchlight is no longer a portal to be 

used by staff, there are still 21 staff with either 

full or admin access to the System (figures as 

of 16th July 2024). 

 

 

Risk: 

A) [Redacted], 

 

B) A review of access 

to the Searchlight 

system should be 

carried out to ensure 

that only staff who 

continue to have a 

business need have 

access to the system. 

M 

Recommendation A 
Response: Not agreed  
 
This has been considered previously and 

there are a number of challenges which at 

this time would require disproportionate 

effort to overcome [Redacted], 

 
Action Owner: N/A 
 
Recommendation B 
Response: Agreed.  
 
Currently, the only team that use 

Searchlight is the Bereavement team in 

CSD and is used verify Date of Deaths 
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

Data is not handled or stored in a secure 

manner leading to potential loss, unauthorised 

access (accidental or wilful) or data integrity 

being compromised resulting in regulatory 

enforcement, fines or reputational damage. 

This includes access to data on external 

systems e.g. DWP and/or HMRC systems, and 

as part of this to review if any Social Security 

Scotland staff still have access to DWP’s 

Searchlight system. 

when the “Tell us Once” service hasn’t 

pulled through the information yet. 

 

Action: the Data Protection and 

Information Governance Team will engage 

with key individuals in the Bereavement 

team to ensure that  

only staff who continue to have a business 

need have access to the system. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

31/12/2024 

 

 

 

 

 

8 

Data Governance – Data Retention and 

Deletion 

Issue 1:  

There is currently no process for data deletion 

where data is no longer required under the 

 

 

A) We are aware that 

an enterprise solution 

for deletion of records 

H 

Recommendation A 

Response: Agreed 

 

Action: A solution design was approved 

by the Social Security Scotland 

 

 

 

Mid 2025 
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

retention policy. The SPM Design team have 

completed a priming exercise to identify cases 

for deletion and identified thousands where 

there is no clear business need, resulting in 

Social Security Scotland not being compliant 

with their Data Protection GDPR obligations.   

 

Issue 2: 

Currently, any deletion is done ad hoc and is 

from clients requesting deletion of their data. 

Although there is guidance on Saltire, there is 

no guidance on IKM for staff on how the deal 

with requests. 

 

Risk 1: 

Inefficient processes requiring manual deletion 

or purging of data leading to increased 

resource requirements and/or potential for 

on SPM and linked 

systems is being 

developed, and would 

recommend that work 

on this continues, and a 

process implemented, 

to allow for records 

where there is no 

longer a business need 

to be deleted. 

 

B) Social Security 

Scotland should 

consider having 

guidance on IKM for 

Client Advisors on how 

to deal with requests 

from a client for deletion 

of the data we hold on 

them, with this being 

Architecture Review Board in Aug ’24.  A 

delivery plan is being developed by a joint 

Social Security Scotland and Social 

Security Programme team, with an initial 

release comprised of SPM, Document 

Management and the Core Enterprise 

Deletion functionality targeted for mid-

2025. 

 

Action Owner: [Redacted], 

 

Recommendation B 

Response: Agreed 

 

Action: The Data Protection and 

Information Governance Team will engage 

with Client Service Delivery colleagues to 

consider this  recommendation 

 

Action Owner: [Redacted], 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

31 March 

2025 
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

data to be retained longer than required or 

data to be erroneously deleted. 

 

Risk 2: 

Lack of, or ineffective, guidance and training 

leading to insufficient capacity and capability 

with staff not have appropriate Data 

Governance knowledge and skills, including 

legislative requirements resulting in potential 

breaches which may have a negative financial 

and/or reputational impact; 

the ‘go-to’ place for 

CSD staff for guidance 

– even if this is just 

signposting to the 

original guidance on 

Saltire. 

 

9 Data Governance – Risk Management  

Issue: 

Many of the review dates have passed on the 

Data Protection and Information Governance 

Risk Register, with no updates provided. 

 

Risk: 

Insufficient or ineffective management of risk 

in relation to Data Governance leading to an 

The Risk Register 

should be updated 

appropriately to give 

updates on the current 

position together with 

the next planned review 

dates. 

M 

Response: Agreed 

 

Action: The Risk Register has since been 

reviewed and was subject to a deep dive 

on 11 July 2024. The Data Protection and 

Information Governance Team  will 

conduct a  deep dive quarterly to ensure 

that risks are updated. 

 

 

 

Ongoing 
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No.  Issue & Risk  Recommendation Priority Management Response & Action Owner 
Action 
Date 

inability to mitigate risks resulting in an inability 

to achieve strategic objectives, leading to 

financial loss and/or reputational damage. 

Action Owner: [Redacted], 
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3. Findings, Good Practice and Improvement Opportunities  

3.1. Good Practice – Data Sharing 

Data Sharing Agreements  

3.1.1. There are over 50 Data Sharing Agreements in place. The purpose of many of 

these is to allow Social Security Scotland to confirm qualifying benefits, allowing 

benefit applications to be processed more efficiently and reducing the amount of 

evidence that a client needs to produce. 

 

3.1.2. Currently work in relation to Data Sharing is split between teams in Social Security 

Programme and Social Security Scotland, with the set up of new Data Sharing 

Agreements (DSAs) being carried out by Social Security Programme and support 

and maintenance of established DSAs being undertaken by Social Security 

Scotland. This is further detailed in a Memorandum of Understanding between 

Social Security Scotland’s Information Governance and Data Protection team and 

Social Security Programme’s Information Governance team, which was 

established to regulate the transition of products to Social Security Scotland. 

 

3.1.3. A Data Sharing and Integration Strategy is in place, which we consider to be well 

written, detailed and aligned with legislation. 

 

3.1.4. The original Data Sharing Agreements between the Department for Work and 

Pensions (DWP) and Social Security Scotland were developed using process 

maps and these were developed with input from independent consultants 

(Leidos), the DWP and Social Security Scotland.  

 

3.1.5. The need for Data Sharing Agreements is captured as part of the product design 

process, before being developed by Social Security Programme’s Data Sharing 

and Integration Team. Furthermore, Data Protection Impact Assessments are 

conducted on each benefit which include consideration of any data sharing 

arrangements required for the administration of the benefit. A presentation from a 

workshop was provided which sets this out, together with the required timescales 

for Data Sharing Agreements and Data Protection Impact Assessments. This 
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helps ensure that this aspect is not overlooked or left until the last minute, 

impacting on benefit delivery. 

 

3.1.6. Data Sharing Agreements set out the method of sharing, the data to be shared 

and the security protocols. This then informs the build of the application 

programming interface (API) or Data Sharing Portal, based on the principle of 

providing the minimum access to data necessary. This reduces the risk of 

incorrect or too much data being shared. 

 

Management Oversight 

3.1.7. Management oversight takes place through the Data and Information Governance 

Groups. These groups are chaired by Social Security Scotland’s Chief Data 

Officer and Senior Information Risk Owner/Senior Information Asset Owner, 

respectively, with attendees from both Social Security Scotland and Social 

Security Programme. The Data Governance Group reports to the Information 

Governance Group, with the ultimate escalation and reporting being to the 

Executive Team.  

3.2. Improvement Opportunities – Data Sharing  

Data Sharing Arrangements 

3.2.1. In practice there appears to be a lack of clarity over who holds what 

documentation in relation to Data Sharing Agreements currently in place. For 

example, as part of our substantive testing we attempted to get evidence on 

different aspects of Data Sharing Agreements from both Social Security 

Programme and Social Security Scotland, however the evidence was not obtained 

and responses received highlighted that both organisations believed the other 

held this. As such, we were unable to evidence: 

• The Data Sharing agreement was is in line with the original established need, 

and therefore meets the needs of Social Security Scotland 

• Engagement with other areas (e.g. legal) in the development of Data Sharing 

Agreements. We were able to see that Data Protection had been considered. 

• Communications to staff surrounding the Data Sharing Agreements being in 

place, or any subsequent updates. 
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We would therefore recommend that agreement is reached as to who holds what 

evidence, and that both organisations are clear where this is held going forward to 

be able to demonstrate actions taken at key stages of the setting up of Data 

Sharing Agreements. Recommendation 1 

 

3.2.2. As part of our discussions with staff during the fieldwork four areas were identified 

where it would be beneficial to share data but this can’t happen due to the lack of 

formal agreements being in place: 

• Sharing of with Local Authorities and DWP in relation to Safeguarding. Whist 

legislation has been introduced for this, it has yet to be formalised through a 

Data Sharing Agreement; 

• Sharing of intelligence for potential fraud, particularly at a multi-agency level; 

• Sharing of data between local organisations by Local Delivery to enable 

easier signposting (e.g. Dundee Pathfinder which is currently being explored) 

• Monetary value of error as unable to verify decisions made, leading to cases 

having a ‘deemed error’ as unable to determine if an award is 100% accurate. 

 

3.2.3. Action should be taken where there are gaps so that Social Security Scotland can 

operate effectively and ensure data is only being shared where agreements are in 

place and governance and controls are established to manage the sharing of data 

and minimising the risk of data loss or breach. Management should consider if a 

map of Data Sharing Agreements would add value, showing the areas covered by 

existing agreements and ones which are in development, so that any gaps can be 

identified. Recommendation 1 

 

Management Oversight 

3.2.4. The Terms of Reference for the Data Governance group shows the Agency 

Leadership Team as part of the meeting hierarchy. As such this document is out 

of date and does not clearly show the current lines of reporting and accountability 

and should be updated – as this was highlighted in a previous review and 

recommendation agreed with management, no further recommendation will be 

made. 
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3.2.5. We were provided with a list of Data Sharing Agreements, however, there is 

inconsistency between the two tabs on the list provided (one shows 46, whilst the 

other shows 52). It also appears that the log is not being kept up-to-date as some 

do not have review dates, whilst others have their dates of review between 2019 

and 2021 with the review period set as annual. Management should ensure that 

this log is updated and reviewed regularly. As part of this it should be ensured that 

where review dates have passed, checks are carried out to ensure that the Data 

Sharing Agreements have been updated. Thereafter, this should be subject to 

regular review. This will reduce any risk of agreements in place being out of date 

and no longer appropriate, which could impact service delivery or result in data 

being shared which is no longer appropriate. Recommendation 2 

 

Transition from Social Security Programme 

3.2.6. Overall responsibility for Data Sharing lies with the Deputy Director for Client 

Services delivery, as Senior Information Risk Owner (SIRO) for Social Security 

Scotland, as set out in the Scottish Government’s Information Governance roles. 

However, a number of expected responsibilities, guidance, policies and processes 

have yet to be established within Social Security Scotland due to the stage of 

transition, for example: 

• Structure of team for Data Sharing and Integration; 

• Resource required; 

• Roles and responsibilities within the proposed team, together with those of 

Business/Product owners; 

• Guidance and training setting out the processes and procedures for set up, 

monitoring and review of data sharing agreements; 

• Process for lessons learned; 

 

3.2.7. Management should ensure appropriate action is taken, in relation to Data 

Sharing Agreements, to establish what will be transitioned from Social Security 

Programme, and when. Following this management should determine capacity 

and resource needs to enable transition can be undertaken effectively and ensure 

this is established within the Agency. Action in relation to the other areas of 

weakness noted in the finding should also be taken as appropriate. It may be 

helpful to consider developing an action plan/critical path to set out the areas that 
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need to be developed and implemented, together with an achievable timescale for 

each. Recommendation 3 

3.3. Good Practice – Data Governance 

Policies, Guidance and Training 

3.3.1. The policy in place at Social Security Scotland regarding data governance was 

found to be well written and compliant with legislation. Most notably this includes 

the Data Protection Policy, however, there are other policies/guidance such as: 

Retention and Disposal Policy, Records Disposal Guidance, Document Naming 

and Control Policy, Right of Access to Information which have more in-depth 

information about data governance and best practice within their areas. Following 

on from this policy Social Security Scotland have a Data Strategy in place which 

links with the policies described above. This was implemented in 2018 and clearly 

defines the approach taken by the agency towards data governance.  

 

3.3.2. Data Protection information can be found on Saltire for all staff members at Social 

Security Scotland. This has various sections on differing areas of data protection 

information staff can familiarise themselves with. As well as this, all staff are 

responsible for completing data protection e-learning annually. This is monitored 

and staff are sent reminders to complete this, as well as having their line manager 

notified if they have not.  

 

3.3.3. Training for staff at Social Security Scotland working specifically within data 

protection consists of data protection training and ongoing professional 

development training in areas such as risk and information security. 

 

3.3.4. Within the Data Protection Network the Freedom of Information team meet 

regularly with the Freedom of Information unit within the Scottish Government for 

updates within this space. Employees at Social Security Scotland subscribe to 

different websites, depending on their area, for legislative changes and updates. 

We also received evidence of team members organising within themselves who 

will attend each conference for best coverage.  

 

3.3.5. A Memorandum of Understanding is in place which sets an the agreement 

between Social Security Scotland and the Scottish Government in relation to 



Internal Audit Report – Data Sharing and Data Governance 

25 

compliance with the data protection laws as well as roles and responsibilities that 

align with these. 

Assessment and Monitoring 

3.3.6. A Data Protection ICO Accountability Framework Tracker is used to carry out a 

self assessment against over 300 ways of meeting expectations. This is then used 

as part of the planning process for developing the Data Protection Team’s annual 

plan. 

 

3.3.7. The Data Protection team carries out self-assessments and provides assurance 

reports with their findings and areas for improvement, we were provided with the 

2022/23 report and the 2023/24 report is currently being drafted. 

 

3.3.8. There is a Data Breach Tracker for monitoring and recording all incidents which 

have occurred. This tracker notes the breach type, responsible division, whether it 

was a human or system error, a summary of the incident and whether or this was 

considered to be a breach – and if so, if it is reportable. Through these incidents 

there is also a Trend Code section which highlights themes and recurring trends 

amongst data breaches. 

 

3.3.9. [Redacted], 

 

3.3.10. Since June 2023, SPM records which relate to a permanent Social Security 

Scotland employee have been identified as employee records within SPM and 

marked sensitive meaning they can only be accessed by SPM users who have 

been provided specific SPM user privileges. [Redacted],  

 

Management Oversight 

3.3.11. There are defined forums for enabling effective management oversight – see 

Section 3.1.7 for details. 
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3.4. Improvement Opportunities – Data Governance 

Policy and Strategy 

3.4.1. While policies comply with legislative requirements, two remain in draft and others 

are passed their review date. This includes the Retention and Disposal Policy 

which is finalised, however is passed review date which was meant to be 

6 October 2023. Aiding the Retention and Disposal Policy there is a Records 

Disposal guidance document which is still currently under review. There is also a 

Document Naming and Control Policy which is also still in draft. Finally, the data 

protection policy, although finalised has not been reviewed since 2018. 

Recommendation 4 

3.4.2. [Redacted], 

 

Training and Guidance 

3.4.3. Staff at Social Security Scotland, such as Client Advisors processing cases, are 

only expected to complete the yearly Scottish Government Data Protection 

e-learning. This is a high-level training package which explains personal data and 

special categories of personal data, organisation’s legal obligations, data disposal 

and provides an example of an online data breach. Given the amounts of 

personal/sensitive data held and that data breaches are largely caused by human 

error, Social Security Scotland should consider if this training is sufficiently 

detailed or whether there would be value in supplementing this with further 

mandatory training. Recommendation 5 
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Management Oversight 

3.4.4. As previously highlighted, a Data Protection ICO Accountability Framework 

Tracker is used, with the results of the self-assessment used as part of the 

planning process for developing the Data Protection Team’s annual plan. There 

are currently fields within this that are not used (i.e. Actions, Action Owner, Action 

Status and Due Date). Social Security Scotland should consider if it would be of 

value to use these fields to capture this detail and therefore increase the level and 

ease of oversight, especially in areas where expectations are not currently being 

met. Recommendation 6 

 

3.4.5. Although the Data Governance and Information Governance groups have decision 

and action logs, no formal minutes are taken. We believe it would be beneficial to 

have additional narrative documenting the topics and discussion and providing an 

audit trail that can be referred to when taking forward actions. 

Recommendation 6  

 

Staff Access and Internal Controls 

3.4.6. [Redacted], 

 

3.4.7. Discussions with the IT Service Desk have provided evidence that, although 

Searchlight is no longer a portal to be used by staff, there are still 21 staff with 

either full access or admin access to the system (figures as of 16th July 2024). 

Although the IT Service Desk has the ability to remove this access, staff don’t 

have the authority to do this without requests being submitted from line 

management. Recommendation 7 

 

 

Data Retention and Deletion 

3.4.8. There is currently no process for data deletion where data is no longer required 

under the Retention Policy. The SPM Design Team have completed a priming 

exercise to identify cases for deletion and identified thousands of instances where 

there is no clear business need for the data to be retained, resulting in Social 

Security Scotland not being compliant the their Data Protection obligations. We 

are aware that an enterprise solution for deletion of records on SPM and linked 

systems is being developed. Due to the significance of the risk, whilst work is 
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ongoing a recommendation will be made to ensure work continues and the action 

taken mitigates the risk. As such we would recommend that work on this 

continues to allow for records, where there is no longer a business need, to be 

deleted. Recommendation 8 

 

3.4.9. Currently, any deletion of client records and data is done ad hoc, following 

requests from clients. Although there is guidance on Saltire in relation to this, 

Social Security Scotland should consider having guidance on IKM for Client 

Advisors on how to deal with requests from a client for deletion, with this being the 

‘go-to’ place for Client Services Delivery staff for guidance, even if this is just 

signposting to the original guidance on Saltire. Recommendation 8 

 

Risk Management 

3.4.10. A Data Protection and Information Governance risk register has been 

documented. Whilst it is good practice that such a register is in place, many of the 

review dates have passed on the risks included in the risk register, with no 

updates provided – as such, there is no evidence that these risks are being 

actively and effectively managed. The risks in the register should be regularly 

reviewed and updated appropriately to capture updates on the current position, 

ensure appropriate mitigating controls have been identified and implemented and 

allow for recording of the next planned review dates. Recommendation 9 

 

 



Annex A Definition of Assurance and Recommendation Categories  

 

Assurance Levels 

Substantial Assurance 

Controls are robust and 

well managed 

Risk, governance and control procedures are effective in 

supporting the delivery of any related objectives. Any 

exposure to potential weakness is low and the materiality 

of any consequent risk is negligible. 

Reasonable Assurance 

Controls are adequate but 

require improvement 

 

Some improvements are required to enhance the 

adequacy and effectiveness of procedures. There are 

weaknesses in the risk, governance and/or control 

procedures in place but not of a significant nature. 

Limited Assurance 

Controls are developing 

but weak 

 

There are weaknesses in the current risk, governance 

and/or control procedures that either do, or could, affect 

the delivery of any related objectives. Exposure to the 

weaknesses identified is moderate and being mitigated. 

Insufficient Assurance 

Controls are not acceptable 

and have notable 

weaknesses 

 

There are significant weaknesses in the current risk, 

governance and/or control procedures, to the extent that 

the delivery of objectives is at risk. Exposure to the 

weaknesses identified is sizeable and requires urgent 

mitigating action. 

 

Recommendation Priority 

 

High Serious risk exposure or weakness requiring urgent 

consideration. 

Medium 
Moderate risk exposure or weakness with need to improve 

related controls. 

Low  
 

Relatively minor or housekeeping issue. 
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Annex B – Terms of Reference  
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Security Programme 

[Redacted], Service Manager, Social Security 

Programme 
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Estimated Reporting Timescale  

Fieldwork Starts: 29th April 2024 

Fieldwork Ends: 14th June 2024 

Draft Report Issued: 28th June 2024 

Final Report Issued: 12th July 2024 

Estimated Resource Days: 30 
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1. Introduction 

 

1.1. This Internal Audit review forms parts of our planned audit coverage agreed by the 

Accountable Officer and noted by the Audit and Assurance Committee on 

27th March 2024. 

1.2. Social Security Scotland shares data with a variety of different stakeholders (e.g. 

the Department for Work and Pensions (DWP), HM Revenue and Customs 

(HMRC), Driver and Vehicle Licensing Agency (DVLA) and Local Authorities) to 

exchange information on related or qualifying benefits and for safeguarding of 

clients at risk of harm or suicide. With the significant amount of personal and 

sensitive information Social Security Scotland holds on individuals, it is important 

that there is effective Data Governance in place to ensure that data is handled, 

kept secure, used in line with legislative requirements and disposed of securely 

when no longer required. 

1.3. Social Security Scotland’s Strategic Risk Register contains the following risk 

which is relevant to this review: 

 

“Social Security Scotland must comply with data protection legislation and 

policies. This includes considering how we will protect, use, share, store and 

delete the personal data of our staff and clients in everything we do. Non- 

compliance may result in material harm because of unauthorised access, sharing 

or loss of personal data and lead to poor client service, increased costs, 

inefficiencies, compensation, reputational damage and regulatory enforcement 

action including fines.” (CR-014) 

1.4 It is important to acknowledge that development and delivery of the systems and 

processes for Social Security Scotland is being undertaken following an agile 

methodology. As such Minimal Viable Products (MVPs) for policies, systems and 

processes for each benefit are designed, built, and delivered by Social Security 

Programme and Policy teams within the Social Security Directorate, with input 

from Social Security Scotland. Systems and processes are then operationalised 

by Social Security Scotland. After a period of support and in some instances joint 

development beyond MVP, systems and processes will transition to Social 
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Security Scotland with an understanding of live running costs and funding 

arrangements agreed until the end of the Social Security Programme. Once 

transitioned, it is the responsibility of Social Security Scotland to make 

arrangements to improve the systems and processes. 

1.5. We met with relevant colleagues within Social Security Scotland on 15th, 19th and 

23rd April 2024 to discuss the relevant risks and agree details of this review. 

1.6. Our key risks below have been developed through these discussion and our 

knowledge of the organisation and its objectives. 

2. Scope 

2.1. To evaluate and report on the controls in place in relation to Data Sharing and 

Data Governance to ensure there is appropriate governance, risk management 

and controls in place.  

2.2. Remit Item 1 – Data Sharing 

To ascertain whether there is appropriate governance, risk management and 

controls in place over Data Sharing to ensure effective and appropriate 

arrangements are in place to exchange information, for example, on related or 

qualifying benefits and for safeguarding of clients at risk of harm or suicide. 

Key Risks: 

• Lack of clear strategy or policy resulting a lack of clarity over the 

organisation’s approach to Data Sharing; 

• Roles and responsibilities are not documented and/or are unclear resulting in 

a lack of appropriate ownership on Data Sharing; 

• Lack of, or ineffective, guidance and training resulting in staff not having 

appropriate knowledge and skills of Data Sharing requirements and 

processes; 

• Insufficient consultation with specialist areas (e.g. legal or Data Protection 

Officer), quality review and/or lessons learned processes leading to Data 

Sharing Agreements which are not compliant with legislation, or inappropriate 

or ineffective agreements which do not meet the needs of Social Security 

Scotland now, and/or in the future; 
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• Lack of, or ineffective, processes for capturing where new Data Sharing 

Agreements are required, for example, new benefits or changes to the way 

benefits leading to Data Sharing Agreements not reflecting changing business 

needs, resulting in a breakdown in service provision, an inability for Social 

Security Scotland to achieve its strategic objectives and reputational damage; 

• Appropriate Data Sharing Agreements not being in place or are not fit-for-

purpose, resulting in a breakdown in service provision, an inability for Social 

Security Scotland to achieve its strategic objectives and reputational damage; 

• Inappropriate data sharing resulting in data being shared where sharing of 

data is not consistent with the purpose of collection, where Data Sharing 

Agreements are not in place, or data being withheld where Data Sharing 

Agreements are in place. 

• Systems and methods of sharing data are insecure and/or do not maintain the 

integrity of data resulting in potential loss, unauthorised access or inaccurate 

data being shared. 

• Insufficient or ineffective management of risk in relation to Data Sharing 

leading to an inability to mitigate risks resulting in an inability to achieve 

strategic objectives, leading to financial loss and/or reputational damage. 

• Insufficient and/or ineffective management oversight and management 

information leading to an inability to maintain awareness of the Data Sharing 

Agreements in place, poor performance, poor quality and inappropriate 

decision making. 

• Insufficient capacity and capability within Social Security Scotland following 

transition resulting in lack of appropriate knowledge and skills of Data Sharing 

requirements and processes. 

2.3. Remit Item 2 – Data Governance 

To ascertain whether there is appropriate governance, risk management and 

controls in place over Data Governance to ensure that data is handled and kept 

secure, used in line with legislative requirements and disposed of securely when 

no longer required. 

Key Risks: 

• Lack of clear strategy or policy resulting a lack of clarity over the 

organisation’s approach to Data Governance; 



Terms of Reference – Data Sharing and Data Governance 

36 

• Roles and responsibilities are not documented and/or are unclear resulting in 

a lack of appropriate ownership on Data Governance; 

• Lack of, or ineffective, guidance and training leading to insufficient capacity 

and capability with staff not have appropriate Data Governance knowledge 

and skills, including legislative requirements resulting in potential breaches 

which may have a negative financial and/or reputational impact; 

• Non-compliance with legislative requirements and/or data standards leading 

to poor Data Governance practices, resulting in inappropriate use or loss of 

data, regulatory enforcement, fines or reputational damage; 

• Ineffective processes to keep up-to-date with legislative changes resulting in a 

lack of awareness of changes and their impact on working practices, leading 

to regulatory enforcement, fines or reputational damage; 

• Data is not handled or stored in a secure manner leading to potential loss, 

unauthorised access (accidental or wilful) or data integrity being compromised 

resulting in regulatory enforcement, fines or reputational damage. This 

includes access to data on external systems e.g. DWP and/or HMRC 

systems, and as part of this to review if any Social Security Scotland staff still 

have access to DWP’s Searchlight system. 

• Inefficient processes requiring manual deletion or purging of data leading to 

increased resource requirements and/or potential for data to be retained 

longer than required or data to be erroneously deleted. 

• Insufficient or ineffective management of risk in relation to Data Governance 

leading to an inability to mitigate risks resulting in an inability to achieve 

strategic objectives, leading to financial loss and/or reputational damage. 

• Insufficient and/or ineffective management oversight and management 

information leading to an inability to address weaknesses, make informed 

decisions and mitigate risks. 
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3. Approach 

3.1. We will undertake the audit in compliance with the Internal Audit Charter and the 

Memorandum of Understanding agreed between Internal Audit and Social 

Security Scotland. 

3.2. At the conclusion of the audit a customer satisfaction questionnaire will be issued 

to the main client audit contact. Internal Audit appreciate feedback and to facilitate 

continuous improvement, we would be grateful if you could complete and return 

the questionnaire.  

3.3. Social Security Scotland is reminded of our need for timely access to people and 

responsiveness to information requests, to enable the reporting timetable to be 

met. 

 

 

 


